SCardX Easy

Smart Card ActiveX control
Version 1.3

Smart Cards in the
Borland C++ Builder
applications

Developers Manual

Document ver.1.2
Dec. 22, 2005

Copyright © 2005 by SCardSOFT




Smart Cards in the Borland C++ Builder applications. Developers Manual.

Copyright © 2005 by SCardSOFT

All rights reserved. No parts of this work may be reproduced in any form or by any means - graphic, electronic, or
mechanical, including photocopying, recording, taping, or information storage and retrieval systems - without the
written permission of the author.

Products that are referred to in this document may be either trademarks and/or registered trademarks of the
respective owners. The publisher and the author make no claim to these trademarks.

While every precaution has been taken in the preparation of this document, the publisher and the author assume no
responsibility for errors or omissions, or for damages resulting from the use of information contained in this document
or from the use of programs and source code that may accompany it. In no event shall the publisher and the author be
liable for any loss of profit or any other commercial damage caused or alleged to have been caused directly or
indirectly by this document.

Printed: Dec. 22, 2005

Thank You for your interest to the SCardX Easy smart card
ActiveX control!

Publisher
Please send me all your suggestions or any questions about the
SCardX Easy smart card ActiveX control via e-mail
igor@scardsoft.com.

Visit our web site for the latest software and specifications
updates.

Yours,
Igor V.Kharchenko
author.



Smart Cards in the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 ) Contents

Table of Contents

Part| About 4

1 About SCardX Easy ACHVEX CONTIOL ......ccuuiiiiiii ittt 4

P2 O o] g ] = Lo £ 4

Part Il SCardX Easy ActiveX control
overview 5

1 What is the SCardX BEASY? ..c.uoiiiiii oot ee s e s s sr s er e r e s e sr s sr s e e e e e eensr e e e e e e e ees 5

SCArdX EQSY IS @N ACHIVEX . vt cuer er ee et cren en et a1t sres et s0e st ses sees es 2es sas sees 2aae see sees 20s sree se saes ses ses stes ses sete ste suns ses ees D
What SCardX Easy can to add into your @appliCatiON? . .........c. e veee ve veet et s veet et vea ve stes aes sees sten ven sete ste sresseseee D
Smart cards iN YOUr aPPlICATIONS .. ... i i e e e cten e et s es e e eres es ee ees res ers ees 2es e ee 2e ses nees 2es eaee sen sees ees e

A N o] o =T=T = o Lo < VPP TP PP RTPR 6

a

STALES PAGE . .o ceen et e cre et et e st e cre e st sae sae et st she e She e She nae St She fan She nee She are She nee eae She tan she nee se are sn nre ea
EVENTS HISTONY PAGE .. ... et et e it et et e et et et sttt et se seet £t £re 1o sees £es £ees sees £es £ebs se Shes £et £ebe 1ae sees £ebe sh sees £es bene sen aee
TOOIBAI PANEI ... ottt s s et et et e et et et et £es et sh shes 1ok £ete she Shes £eb She Shes fes feae She shes fen fene shen fes e sae shes en s
SEALUSBAT PANEI .. ... oo e et et e et et et et ettt et et et et et cae eaes es eae eae et es e St e es £s £ae e es £as tae ees £en £er se reen een e

3 Smart card fUNCLONAITY ......couviiiiiii ettt e 10

© 00 00 O

SMAIT CANd SEIVICE ...ttt et e et et et tete et et et eete et et eete ses eete 2es 2ets set sene sese 2s sese ses sere ses sens ses sens sene ses sene sessere sensenss 1O
V7= ] = S SRPRPPT N O |
DAA SENAING .. .t e et i et et et e et e e e et ses et sees sa sene she seas ehe sees eh see thek £as shes ten sues ere shes ses sbes senn sen sreses see eneenn s L1

/O o (o 11 A (o) g F= LI (o Yo | =TT 11

LOOKUD SEIVICE .. ... it cet it et i e et et et et et s et et sa eae sa et sb eae se eae saes et sbes sae sees ere suet ere stes seen sen sressen enesenenen s L1
DAtA CIPNEIING ... et et e et et e et e et e et e et ses sa see sh seas sbe sees sh see shet £s shes £s shes £e shet £as sben seen ses sres bet eres ben seen s L2
Tray ICON USAQe ......cvevevevvee e ver e
Preferences ... vee v e e e

Part lll SCardX Easy first start 14

1 Registering SCardX Easy ActiveX control on the Borland C++ Builder 6 IDE components palette

2 Your firstapplication and the conNection teStING ......ccccoeeiiiiieiie e 16

Part IV Your first application. " Hello,
cards World !' " 21

(D= T aTo TR o o] [To= 1 o o [ TP 21
NEW CH+ BUIIAET PIOJECT ... ettt ettt et ee s e e e ee s e e e 22
INEErfACE FUNCLIONS ..o et ettt e ae e e et 22
EVBINTS e 24
Preparing the cONNECtioN CONTIOIS ...t e 27
Preparing the opened reader CONIIOIS .......covviiiiiiiiiie e e e e e 29
LI =12 (60 TP TP USRS PPR 34

LOOKUD SEIVICE ...ttt ettt ettt ettt et ee et er e ee e er b e et e e 39

© 00 N oo o B~ W N P

[ = L = 11 o]  1=1 1 o PP 40

Copyright © 2005 by SCardSOFT



Smart Cards in the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 ) Contents

10 Card detecCting defaUILS .......coiiiiii e ettt e 41
11 Configuring the application STAITUP .....c..c.voiiiici e e sr e e e e s e 43

12 Configuring the application SNUTAOWN ........oouiiiii e 43

13 Tell 1 - " Hello, cards WOrld T e se e e e e senes 44

Part V SCardX Easy interface
specification 48

R o o] 01T ¢ AT TSP TPTTRT 48

ACHIVEPAJE .. ..t it it it et it et e et e et s et et et s et e b e bt e fea s ten et et e e she e e tee seen ene sren e seen ee sen s B8
BOIAEISTYIE . ... oo et et et et et e et et e et et e et e et eh et et saes et sres e seen tae sren e sren sees ten sres et eres ten senn s DO
BOrderWitth ... ... oo e e e i et et e ettt e et e et et et s e sres s sren e sren e sren ses ten sres nen eres ten seen s DO
(0] gl g T=Tox 1 [0] g 1S = L (= T O T TP PPV P U PPRPPTRRPTN > 24
EVeNtSHISTOrYENADIEM ... .....oco it it et it st et et et it et st e ree caet ettt s caes oe shet e stes tees s e et eees s eenn s D2
EVENTSLOGGING ... et et it et e e e et st it e et e et stes ca see she seas eh sees ch see fhek £t shes £s shes £e shet £s shes £etn ten sres bt tres s senn s DO
SeParateRECEIVEUBYLES ... .ottt it it it ettt it et et et et et s et et et et et 2res s et s e et e i e e e e e eee . DO
SMANTCANTSEIVICE . ...t i it et et ceit et ceet et et it sees s et caes s st s shes oes caes seas et saes tes sets es sees et sens ens se nae sesene 1o vene « DD
VISIDIE ettt et et et et et e et et et e et et et s e e e e et s et s beb e e e e e she et seetae seen eae sren sae seen ee seen s D
ViSIDIEEVENTSHISIONY ...t ot i et i et e et e et s e et e et s et s ettt e e e et she et se tae sees eae shes st sees sae seer s DD
VISIDIESTATUSBA ... ... coit it et e et e et e et e et s et et e et s et s ettt e et se et sh et se tae sees eae shen st sees eae seer s DO
VISIDIETOOIBAT ... ... it et it et e et e et s et et et s et et e bt s et es b et e tat se et 2h et se tae sees eae shes sae sees eae seer s DO
VISIDIETTAYICON .. oot it et it et it et et et s et et et s et et e et s et es teb et e e se et she et se tae sees sae sren eae sees eae snens DT

2 Functions

DES _DECIYPESIIING ...ttt e e v et s et ses et ses et sees sa see sh seas 2b 1es 2h see shet £s 2bes £s 2hes £e shet £s sbes £een bes sres bt sres bes sees s DO
EVENTSHISTONYCIAT .. ...t i it v et e et e et e et et e et eae ree et see ehe see saet os sbes en shes oe shet ee sten seen sen sres set eres ten eees s OO
FINALIZE ..o oo et et e et et et et et et e et e s s e e e s e e e e s et e res 2ees e see sen sees sees ere see neneees e sene s O L
L1 (=T o 1N I STV PTPRU o 124
(€11 (O=T o |10 o T TPV o 124
(€1 (O= o [ o 1411 AUV o 11
GEEEVENTSHISTONY ..o ittt ettt et et ctet et et et et ches £t caes et shes £es 2hes £es ehes 2eas fes £ees fen £ets fes £ras et 2ees bens ses sen ses seee seene « O D)
(€11 ay=T: Lo L=l oo o OOV o1 <
GetREAEITNTOFML . ... .. i i et et e et et e e et s e e s st e et e s sas sa et s saes sos eee see es sres see seee nes ceee s OO
GEREAUEBISLIST .. ...t et e e et et et e et et et e et e et s e e s saes o et eas s srs sae et s saes sas eee ree es sren s neee nes seee s OO
ISCAIAREAGY ... ... ceet et cuet et et e s et et e es et es £ebs tae see eae sh eae 24 seae £e eae Shes 2at shes 2ae shes £ae shet et sbes 2en ben 2res bet eren tes eees s OO
ISLOCKEM .. .. e s et e et et et et e et et et e e s ces eas e ens s shes e feas s shs sren e fene s sees ere fens s eren sren ers ens sen eren ere ere s OO
LOOKUPEITOT ... ... coet et et et et e e et et e et 2t e et et sas eae 22 eae she eae se eae shes £ae shes sae stes sae sbet et sbes seen ben sres bet eres tes sees s OO
LOOKUPREAAEISTALE . ... ... cuct e s et s et et i s et e e eae e e b tae se eae saes e sbes eae sees eae sbes et stes sen sen sres ses enes enenens [ L
LR LET0] o1 1= To (= ST OTTO TR 472
STt Te [0 Te P o 1 U TPV 24
STt Te [0 1o | B TPV 4 -1
SetPref PCSC_ONCArdDEIECT ........cvees et cen en e ce e ee et ses e et es et sees 20t 2aee se saes 2es sene a2 saes sese ste sres ses sete sue snes (D
TraYICONMENUCIEAT .. ...t cuet e et e et s et et et s et e et e et s £t es sebe et se eae sae e she et seenene saes ene suen ene seen ane snee £ 1
TraylCONMENUGCTEALE .......cos et et e s et et e vttt cres se sees et eee se sens ees eats sees oen eane 1o seen sen sen sae sres sene sre sren ses sere sne seen s [ O
TraylconMenuUItEMSELCRECKED .. ....... oot i et e s e e e e e e e e e e e e e e sees e saen e seen ane sene 1O
TraylcoNMenUIEEMSEDETAUIL . ... ... ..o it i et et s e e e e et e et e et e e sae e e eae saes ene sten e sees ene seen s 0
TraylconMenulteMSEtENADIEd .. ... it i s s e e e e e et s e e e e eae s e saen e seen ee seen s B
WVBISION oo et et et e et e ettt e s e ete ees ees e eee 2he sex ets e See e fees s See Sres sen fens s shes e fens fen eren sren er fenn nen sren sre ene s Q2
VEISIONMAEJOT .. o1 cut it cet it ceet s et et et s et ees bt eaes £et es 2ebe res bebe es £ebe es bebe seae see tae se neae sh sent senene sees ere sbes ene sees ene seer s B2
VEISIONMINON . ..ot ce s et et et v s e et e et e eee ere e sets e ses 20s £ees £es see 2rs ses sens £es ses 20 fens sen sren sres ers sens sen sren srs ene s D

B T LY =T o 1 £ PPN 84

[ g T@%= o | D=1 1= Tox 1T o R SRS 1o
OnCardinvalid ........
ONCATAREAAY . ... et et it et et cae ettt et teas ces ctes bes tebe shes bes bebe 2he 2hes fes £eas 2he 2hes feas 2ae 2hes fex fene 2he 2hes sen ens 2aes en es 2s sae nes en

Copyright © 2005 by SCardSOFT



Smart Cards in the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 ) Contents

OnCardWait ... . 87
ONCONNECTEA . ... oot it et e et et et caes s et eat ehes es eae ches es eae £ae saes es eas £s £t seas £as £aes 1o nees £as £as ses sees seb 2be sees set sere see sees s OO
[ g1 2= = 15T =T | SOV < X° |
ONDISCONNECTEA ... ... ot cee et et et caes et et cat ches es et ches es ee £ae st es es 2s £t seas £as £aes 1o sees £es £en se sees sene sbe sres ses sere see seen s @D
ONHISTONYEVENL . ...t i it et et et et et et et et es et et e ee tae ses e es es ees sees 2es sres 1o sees een sene sne sees sene see sren sen sene see seee s DO
ONLOCK .t et e e et et et et et et cae eaes s it eae shes bes eae shes es eae £ae saes es es ts ee nees £es £ae se nees £es £en sae sees sene see sren sen sere see seen s DL
[ 2 (oY= To (=T #S7=] 1= od (T o H SO P U O P UTU T TTPRTRVRN © 124
ONREAUEISLIST ... oot ot et et et et et et et et et et es et et e e tae et es es es £t ses £es £aes se sees £as £en sa sees sene sbe sres sen eere see seen s D2
ONREAderStateCRANGEM . ... ... oo oo e et et e e et et e e ee e e s ee et sees 2es eres se sees een sen sa sees sene see sren ees eene see see s O
ONTrAYICONDDICHCK ..ot it e e et et et et e et et e et et et e et et et res s e re ses ern £en st sees eee see sres sen eere see seee s DD
OnTraylconMenultem
ONUNIOCK ... et et s s et et et et et et ee etes et et shes bes fete she shes bes £eae 2h 2hes feae £ae 2hes fes bene 2he 2hes ses fenn saes en eas sas eae e en

Part VI Registration

1 Unregistered version lIMItatiONS .........coouiiiiiii et 98

YA I o= 17 T TV VPP TRRRVPUTTPPIE 98

ENG-USEE LICENSES ... oi s ces ciet e vt e cte st et vt et stes e stes sae 21es st s1en sae 2e stes e 2aen sae 2ae 2te sre sae 2ree sae ste sre see snee see veee s DO
DEVEIOPEIS LICENSES ... .c. it e e et et e e et et et seet et et see sees ees erts ses saes sees se stes bes sebe sbe saes ses sene suen sen sene sne srensenene s 9O
[OLU 1S (0] 0 ¢ T VZ=T =1 Lo 1 SR 1010

3 REQGISTIALION STEPS ... ieitie ettt ettt ettt ettt ettt ettt et s e ar e ere s 101
Step 1: LICENSE QUETY ..ot ii it ce et ce et ettt ses i sees cat sttt ses et sees cats sen saes ses sues ses cure ses saes senen sens oen snnsven sene eee 101

Step 2: PUrchasing the LICENSE ...... .ot it vt it vt et sttt vt et vies et e et e e oen cine s sies seeen senne snesen weneeee. 1010
Step 3: Certificate regiStration ......... ... oot vt ot vint s vt e s e s et e et e cees ees ceee e sies see en een ne sensee seneeee. 1010

Copyright © 2005 by SCardSOFT



Smart Cardsin the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 )

About

1.1

1.2

About

About SCardX Easy ActiveX control

SCardX Easy

Smart Card ActiveX control

Version 1.3

Copyright © 2005 by SCardSOFT

Contacts

The official web site of SCardX Easy is the SCardSOFT homepage:

useful SCardSOFT pages:

SCardX Easy official web page

SCardSOFT Home

Smart Cards specifications Library page

Smart Cards Forum ( English )
Smart Cards Forum (_Russian )

Prices page
License's purchasing info page

contact e-mail addresses:

info@scardsoft.com - common questions;
sales@scardsoft.com - payments and licenses questions;
support@scardsoft.com - support  service;
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2 SCardX Easy ActiveX control overview

2.1 What is the SCardX Easy?
2.1.1 SCardX Easy is an ActiveX

SCardX Easy is a standart ActiveX control.

If your development environment (IDE) supports the ActiveX technology like the MS Visual
Studio, Borland Delphi or C++ Builder or other - than the SCardX Easy may be successfully used
by your applications.

2.1.2 What SCardX Easy can to add into your application?

SCardX Easy adds to your applications the following functionality:
smart cards functionality

e receiving the smart card service's and devices' events;

e receiving an information about the attached devices;

e receiving an information about the opened smart card;

e sending the command data buffers into the opened smart cards and receiving the cards
responses;

e managing the cards opening and closing modes;

additional useful tools :

e Error LookUp and Reader States LookUp services
e Data ciphering
e Tray Icon usage

2.1.3 Smart cards in your applications

The SCardX Easy ActiveX control creates the communication channel between the parent
application and an opened smart card via the smart card service and any attached PC/SC
compatible smart card reader.

The SCardX Easy allows you to send the command data buffers into any 1SO-7816 compatible
smart cards and to receive the cards' answers.

Using SCardX Easy ActiveX control you can talk with a smart card using card's "native" language -
the language of the command APDU's. Itis the lowest level of work with a smart cards from the
PC.

Using SCardX Easy ActiveX control you can send into your cards any commands according to the
cards' specifications easy and without any limitations.
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2.2  Appearance
2.2.1 States page

The "States" page is a main user interface element of the SCardX Easy ActiveX control.

=aels

[= r,_;':,l Service : M5 Smart Card zervice [ PC/SC interface | . Connected [ |
+- |3 License '
- V], Prefersnces
= [ Devices
= AKS ifdh 0
AEKS ifdh 1
SCM Microsystems Inc. CHIPDRIVE ...
@ Device State 0x000D0122
@ There iz a card it the reader (00000020
The card in the reader is in uge by o 0200000100
+ ﬂ Device Info
=}~ ] Smart Card
'—Ef ATH B 784000068307 0.
'::'4. Frotocol TO [ O0=x00000007 | [

[+

L7

il
Aoz suaag

g

i

There are many useful information and context pop-up menu commands on this page:

Smart card service info:

e selected smart card service
e service connection state

Your License info:

License owner's name and address
License number

License type

License usage rules

Preferences:
PC/SC Card detecting defaults

Open the reader automatically : Yes, No

Preferred Protocol: TO, T1, RAW, Autodetect, Undefined

Preferred Sharing Mode: Share reader, Exclusive use, Direct reader control
Card closing mode: Live card, Reset card, Unpower card, Eject card

Miscellaneous

e Separate received HEX bytes : Yes, No
e Events logging : Log all events, Log most useful events only
Attached devices' list:

e Device state
e Device info
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Opened smart card info:
e ATR
e Protocol
e Sharing mode
e Card info

Error

e The last error info

This page has the context pop-up menu which allows you to take access to many useful
commands depending to the selected item.

L]
¢d- Freferred Pratacel { ALITAMETECT A: %
................ L Preferad @ Preferred Protocaol ¥ Autodetect -
| Card Closi i 0 =
= L?L Mizcellaneous ™ - o)
W Separaten [ T %
W] Ewents loggrg ] RAW =
i) Devices
w1 (2 AKS ifdh O Undefined
w2 AKS ifdh 1
=t [ Devices .

B (2 AKS ifdh 0
B (2 AKS ifdh 1
= % SCM Microsystems Inc. CHIPDRIYE ...

- @5 Device State | 000000722

+ ﬂ Device Info Iﬁl Reopen Reader

= ] Smart Card

AdojEIy 2]UsA g

rﬂ‘ ATR @ Reader ¥ Iﬁl Reopen Reader
= =
5 ::'t':_'mlM ) 9 card Y Fl CopyReader Info
afing Mo .
= ﬂ Card Irfa I.Lj Expand all
# i CCSTA ] collapse al
=} i) PROTOL=<
Default data rate 9524
b ax data rate 115484
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2.2.2 Events History page
This page contents the archive of the events which was occured.
M | Source | Ewvent | Walle 0w
2 kS Smart Card service Semvice connected %
3 AFS ikdh 0 Reader state changed Q000000712 : There
4 AkS ifdh 1 Fieader state changed 00000012 There ny
. [17)
) SCM Microsystems Inc. CHIPDE Reader state changed 0=000C0012 : There %
5] SCM Microsystems Inc. CHIPDE “Wwaiting for card |rzert card into a res ﬁ
7 AKS ifdh 1 W aiting for card |nzert card into a res =]
. Iy . =
g AKS ifdh O W aiting for card |rzert card into a rez
9 SCM Microsystems Inc. CHIPDE Reader state changed 0=0000 0022 There
10 | SCM Microzpstems Inc. CHIPDE Card detected Card waz detected i
11 SCM Microsystems Inc. CHIPDE Reader state changed 0000001 22 : There
12| 5CM Microsystems Inc. CHIPDE Card ready | ATR =3B 793400 |»
Fields
N - the serial number of the event;
Source - event source;
Event - event message;
Value - event value (if present);
Event Time - the time when the event was occured;
Pop-up Menu Commands
First Event - go to a first record;
Last Event - go to a last record;
Events logging - the logging mode : Log all events, Log most useful events only
Save Events History - save grid data to a text file;
Copy Events History - copy grid data to a Windows Clipboard;
Clear All - clear all events messages at once;
Useful info:
e you can hide/show this page by operating of the VisibleEventsHistory property;
e you can read the Events History grid data to your application by calling the function
GetEventsHistory ;
e you can clear the Events History grid data by calling the function EventsHistoryClear ;
e you can lock/unlock the events logging by operating of the EventsHistoryEnabled property.
2.2.3 ToolBar panel

The ToolBar panel contain the controls for the data sending.

Using the ToolBar you can prepare and send into an opened smart card the control APDU's.
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224

Active Reader |SEM Mizrozyztems Inc. CHIPDRPME Senal 0
Cla Irs F1 P2 F3 Le Data ln

Send 4PDU | |00 a4 |00 joo oz | |3F00

Shad1 Shad2 D ata Ot
Feceived data |E|EI aa |

AFDU Sending | Data Sending

Or you can prepare and send into an opened smart card the unformatted data buffers.

Active Reader |SEM Mizrazyztems Inc. CHIPDRPME Senal 0
Send Data Buffer

Send Data | 0044000002 3F00

Received Data Butfer
Feceived data |EIEI aa

The ToolBar may be used for testing of the smart card service connection or your device from any
temporary application because it is ready for data sending at once after adding the SCardX Easy
to your application.

If you don't need the ToolBar into your main application you can hide it easy.

Useful info:

e you can hide/show the ToolBar by operating of the VisibleToolBar property;

StatusBar panel

The StatusBar is an indicator of the activity of the data exchange process between the SCardX
Easy and a smart card service.

If the control is locked the Led is On.
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Ia Cpening device, . (2]

When the control is not locked the Led is Off.

)

Useful info:

e you can hide/show the StatusBar by operating of the VisibleStatusBar property;

2.3  Smart card functionality

2.3.1 Smart card service
The smart card service is a drivers' layer which isused by SCardX Easy for communication with a
smart card.
Each card readers' manufacturer supports its devices by its own drivers' set.
However the last versions of the Microsoft Windows OS supports its own smart card service based
on the PC/SC standard. The Microsoft PC/SC smart card service allows to any applications to work

with smart cards independent to the hardware drivers.

Today SCardX Easy supports the MS Smart Card Service (PC/SC Interface) and it works with
any of PC/SC compatible smart card readers.

The next versions of SCardX Easy will additionally support some another alternative smart card

services .

Useful info:

e you can select the smart card service by operating of the SmartCardService property;
e you can connect SCardX Easy to the selected service or disconnect it by operating of the
ConnectionState property;

2.3.2 Events

The SCardX Easy allows to your application to receive all possible events from the selected smart
card service:

User interface events
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2.3.3

2.4
24.1

11

OnHistoryEvent
OnReaderSelected
OnTraylconDblClick
OnTraylconMenultem

Smart card work events

OnCardDetected
OnCardinvalid
OnCardReady
OnCardWait
OnConnected
OnDataSent
OnDisconnected
OnReadersList

OnReaderStateChanged

Other events
ONERROR

OnLock
OnUnlock

Data sending

The SCardX Easy allows to your application to send the data into a card and to receive the card
answers.

The data sending functions are:

e SendCardAPDU : sending the command APDU's;
e SendCardDATA : sending the unformatted data buffers;

Before the data sending your application must prepare the sending data in the hexadecimal format
according to the specification of your card.

After calling both these functions returns the hexadecimal data buffer of the card answer on the
sent data.

You may analyze the card answers according to the cards' specifications.

Additional tools

LookUp service

The SCardX Easy allows to your application to use the following LookUp services:

e Error LookUp : decodes any error code from it number value to the text string;
e State LookUp : decodes and unpacks the readers' state code from it number value to the text
string;
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2.4.2 Data ciphering

The SCardX Easy allows to your application to encode and to decode the text strings using the
DES algorithm.

The DES ciphering functions are:

e DES_EncryptString : for encrypting the text;
e DES_DecryptString : for decrypting text from an encrypted hex data buffer;

2.4.3 Tray lcon usage

The SCardX Easy has its own icon in the system tray zone.
By default this icon has a single pop-up menu item "About...".

You can expand this pop-up menu by adding of your own menu items at any time.

Menu Item 1

v Menu Ikem 3

— Abouk SCardy Easy ...

B IO D

The SCardX Easy allows you to add any counts of your own menu items.

Useful info:

you can re-create the Traylcon's menu by calling the TraylconMenuCreate function;

you can clear all menu items of the Traylcon at once by calling the TraylconMenuClear function;
you can check/uncheck the menu item by calling the TraylconMenultemSetChecked function;

you can enable/disable the menu item by calling the TraylconMenultemSetEnabled function;

you can make the menu item as a default item by calling the TraylconMenultemSetDefault function;
when the user clicks on the Traylcon menu item the event OnTraylconMenultem occurs;

when the user twice clicks on the Traylcon the event OnTraylconDDbIClick occurs;

2.4.4 Preferences

The SCardX Easy allows you to change the preferences via its ActiveX interface.

PC/SC Card detecting defaults

Using the SetPref PCSC_OnCardDetect function you can set up of the following preferences:
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Open the reader automatically
Preferred Protocol

Preferred Sharing Mode

Card closing mode

Miscellaneous

Using the SeparateReceivedBytes property you can set up the "Separate received HEX bytes"
parameter of the control's preferences.

Using the EventsLogging property you can set up the "Events logging” parameter of the control's
preferences.
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SCardX Easy first start

3.1

SCardX Easy first start

Registering SCardX Easy ActiveX control on the Borland C++
Builder 6 IDE components palette

Open the Borland C++ Builder 6 IDE main menu Component and click on the item "Import ActiveX
Control..."

8 C+ +Builder 6

Fil= Edt Search Yiew Project Bun | Component Database Tools Window Help

O = - ﬁ . Mew Companent. .. stem] [ ata .-i'u:cess] [ata Enntrnls] dhE:
o @ Install Component... : ﬂ o K @ %‘E % s

Ng] Import Actives Contral..,

]
=l

@ Install Packages. ..

Properties } Eventsl Configure Palethe, ..

Select the "SCardX Easy ActiveX Control" string in the controls' list of the window "Import Activex"

Import ActiveX

Irport Auctives

SLards Eazv dchiver Control Werzion 1.3 S
Smart Card ToolSet Activer Libramy [Yersion 3.3] )
-1 %ideoSaft veFlewd Controls [VMersion 3.0]
Acrobat Contral for Active [Version 1.3]
Active Setup Contral Librany [Wersion 1.0]
AdPagetiew 1.0 Type Librany [ersion 1.0] -
Adviiew 1.0 Tepe Library [Verzion 1.0] it

C:%Program Filezh5CardSOFTYSCards EamhSCard+<E azy. ooy

Add.. Bemove

Clazz names: | TSCard<_E asy

FPalette page: |SEan:[>< j

Unit dir narme: |I::"-.P'r|:|gram FilezBorland CEuilderB mpaortsh J

Search path: |$[BEE]"-.Lib;$[EEE]'inn;$[BEE]"-.Impu:urts;$[EEB]'xF J

Install... | Create Uit Cancel | Help

Copyright © 2005 by SCardSOFT



SCardX Easy first start

Smart Cardsin the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 )

Please do not change the class name "TSCardX_Easy" because this name is used by our C++
Builder demo application.

Define the name of the component palette "Palette Page" where C++ Builder will place the
component icon.

Click on the "Install" button.

The window "Import ActiveX" will be closed and the window "Install" will be opened.

rlnstﬂll

Into existing package  Inta new package

Eile narne: |D:'\5Ean:[><.|:-pk Browsze. .

Dezcription: |

k. Cancel | Help

Define the components package where C++ Builder will insert a new component and click on the
"Ok" button.

The window "Install" will be closed and the window "Package" will be opened.

Package - SCard¥.bpk =
ot (% (> @
Compile Add Remove [nztall Options
Files Fath
=[] Containz
El SCard=.cpp O
El SCard=.res D

El SCard=<Eazy_0C<.cpp C:MProgram Filez\Borland“CBuildergh mports
El SCard=<Eazy O dor c:hprogram filegsborlandhcbuilderEh mportz

--[1 Requies
=] tlbpi
=] vol.bpi

Click on the "Install" button.

The window "Package" will be closed and the new ActiveX component will be created on the C++
Builder components palette.
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3.2

58 C+ +Builder 6

File Edit 3Search Yiew Project Run  Component Database Tools wWindow  Help

O = - ﬁ @ Standard] .l'l'xdditiu:unall 'W'ir'|32] System  SCard< | Data .&ccess] Data C

s | =

You can use now the SCardX Easy ActiveX control as a C++ Builder component in your
applications.

Your first application and the connection testing

You can create the first small application for testing of the smart card service and card readers of
your PC .

Please create the new C++ Builder application. Drag the SCardX_Easy icon from the components
palette and drop it on the new form.
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B T T P SRR LR I LRI E AL AT IR R LRI RREERIRERLE o
=@ 3

: & License

: m

: EL Freferences =

: =

: (]

: =\ |::
: a1
: =
: =
-y

Active Reader |
Cla [t F1 Pz F3 Le [rata ln

oo a4 joo oo joz | |3F00

S 52 Drata Out
Received data | |

AP0 Sending | Data Sending

Set up the VisibleToolBar property of the SCardX Easy to true.

Go to the Form1.0nClose event and place the following command there:

void _ fastcall TForml::FormClose (TObject *Sender, TCloseAction &Action)

{
SCardX FEasyl->Finalize();

}

Run it.

Click on the "Service" item of the "States" page of the SCardX Easy by the right mouse button and
select the menu item "Connect "
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rﬂ Form g@

| w

(= G Service : ™ Not selected [ %
.. % License |§i Conneck [
[ E[_, Preferences 4
.,‘.']a Disconneck =l

(]

=

(| Expand al )

I

[ collapse al -

The SCardX Easy ActiveX control will try to connect the MS Smart Card service.

If these drivers are present on your PC the SCardX Easy ActiveX control will connect its and the
available card readers names list will be shown.

#F Form1 g@

= 653 Service : M5 Smart Card ser..  Connected
-- & Licenze
-- @ Preferences
= (3 Devices
#- (2 AKS ifdh 0
- (2 AKS ifdh 1
- i SCM Microzpstems 1.

| AImEIy Sp0aag I SaElS

Insert the standart I1SO-7816 smart card like the GSM SIM into the reader.
Warning! Do not use any memory cards for this test!

If the card is valid it will be opened and the info about of this card will be shown on the "States"
page.
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B Form1 E]@
/]
= ] Devices = %
(& AKSifdh O
H G AKS ifdh 1 =
=] _Q S5CH Microsystems Inc. CHIPDRIVE ... Z
#- @ Device State 0x00290122 b (1153
[+ |_| Device Info =
=~ J Smart Card
T ATR 3B 739400005901 01 OF...
'?,. Pratocal TO [ 0O=00000001) 4t |

Click on the highlighted reader item.
Open the "Events History" page.
Click on the "Send APDU " button of the ToolBar panel.

#®F Form1 E]@

M | Source Event Walue A ]
14 | SCM Microsystems | Reader state changed | 000230022 : There iz a card in the read %
15 SCM Microsystems | Card detected Card was detected in the reader

16 | SCM Microsystems | Before reader opening my
17 | SCM Microsystems | Reader opened %
18 | SCM Microsystems | Reader state changed | 000230722 : There iz a card in the read %
19 | S5CM Microspstems | Card ready ATR=3B7394000053 01 01 OF 07 O (=]
20 SCM Microsystems | Before data sending =

| 5CM Microsystems | Data sent Sent {00 A4 000002 3F 00} Receive

( Ju |

qam >

Active Reader |SEM Microsystemns Inc. CHIFDRIVE Senal O
Cla [t F1 Pz F3 Le [rata ln

Send 4PDU | |00 a4 oo oo oz | |3F00

Sl G2 Ciata Out
Feceived data |EIEI a0 |

APDU Sending | Data Sending
C3

If the data will be sent into the card correctly:
e the event "Data sent" will be occured and placed into the events history grid;
e the received card answer will be placed into the "Received data" controls of the ToolBar
panel;
Otherwise an error event will be created and placed into the events history grid.
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That's all.

If you can send now the data buffers into your cards you may start to create your first smart cards
application.

If an error event will be occured during of this test it means that either the smart card service on the
your PC is not started or your devices are not works. In this case you can contact the SCard
SOFT's support service via e-mail support@scardsoft.com  for detecting and removing the troubles.
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4.1

Your first application. " Hello, cards World ! ™
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Demo application

The SCardX Easy setup program

installs the source codes of example applications.

The default examples' path on your hard drive after control's installation is:

"C:\Program Files\SCardSOFT\SCardX Easy\- Examples"

You can find the Borland C++ Builder 6 demo application source codes on the following default

path:

"C:\Program Files\SCardSOFT\SCardX Easy\- Examples\Borland C++ Builder 6"

The compiled demo application

looks like on this picture:

B SCardX Easy ActiveX control <2 Ce+ Builder 6 DEMO

(=1 %]

SCandd Eazy v1.3 ActiveX conliol

= {2} Seevice : MS Smael Card service [ PCISC inderdfac...

o
samlS

5

L=

:
dacsy spaag

= 2 SCM Microzystems Inc. CHIPDRIVE...
= @ Device State
@ Thes iz a cand in the reader
@ The card inthe reader s inuse by o
# || Device Info
= [ Smant Card
T ATR
i Protocol
£ Shating Mode
= [i] Cardinfa
# i) ICCSTATE
® ) PROTOCOL |

(0023 22
(00000 00
3B TIS4 000

TO [ Cha00D0..,
CARD SHAR....

@

Aeceived ActiveX control events -

. RBeceived Datm
> [nDatalent @ ICH Hicrosvetems Inc. CHIFDRIVE Serial 0

. Sant Datm : 00 k4 00 00 02 3F 00

. Received Data : 50 00

%] »
I~ Show OrfeadesStateChanged event [~ Show OnHistoryE vent event

: 50 00 -

Activel contiol uzage example :

| RefreshResders Lit | Disconnect |

Select reader :
[SCM Microsystems Inc. CHIPDRIVE Senial 0 =

ReopenFlesder | Looking for DrCardReady evert [
GetReadesInfo | GetCadino | GetCadATR |
v Famat Info v Famat Info
APDU zending :
Cla Ins P11 P2 Pilele Daldn

oo a0 oo [z [ [
Sand APDU I Use hexadecimal format only |

Recsived SW1SW2 Hex)

Received Datalut [Hes) aom
]
Data buffer zending :
Diata fioe zend [Hex)
[00 A4 00 00 02 3F00

Send DATA I s hexadecimal format only |

Recsived Data Hex)

[s000

Appearance k Seting:  Smat Caeds Tocks | Additional Tools

e

This demo application will be used by this Manual as a base of your first smart cards C++ Builder

application.

Please find it and copy its source codes to your C++ Builder projects workplace.
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4.2  New C++ Builder project
1. Create the new C++ Builder project.
2. Rename the form from Forml to MainForm.
3. Drag the SCardX_Easy icon from the components palette and drop it on the new form.
4. Rename the SCardX Easy from SCardX_Easyl to SCardX_Easy.
5. Set up the control's position on the form.
ﬁ SCardX Easy ActiveX control :: C++ Builder 6 DEMO
SCardX Easy ActiveX control -
= 8 )
- 17]
-+ Licensze E =
L?_L Preferences o %
=
Active Reader | '
Cla Irs F1 F2 P3 Le Data In
oo |a4 joo joo |02 | |3F00
S 5wz C'ata Out
Feceived data | |
AFDU Sending | Data Sending
4.3 Interface functions

You need to control the states of the form's controls depending to the states of the connection and
to your readers' states.

For example the data sending command button must be disabled while the reader is empty.

For managing of the controls' states you need to control the values of the following three SCardX
Easy ActiveX control properties:

ConnectionState
IsLocked

IsCardReady

When one of these properties becomes changed you need enable or disable some of the form's
controls.

Copyright © 2005 by SCardSOFT



Smart Cardsin the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 ) Your first application. " Hello, cards World ! "

The demo application has two interface functions:

// enable/disable the controls of the connection oriented commands
void _ fastcall TMainForm::EnableControls ()

{

//

/

try

{

WideString wReaderName
bool bb
Button2->Enabled
Button3->Enabled
Button4->Enabled
ReadersList->Enabled

}

~ finally
{
EnableCardControls () ;
}
enable/disable the cont

ReadersList->Text;

(SCardX Easy->ConnectionState == stServiceConnected);
= (! bb);
= bb ;
= bb ;
= bb ;
rols of the smart card commands

void _ fastcall TMainForm::EnableCardControls ()

{

try
{

WideString wReaderName =
bool bb

Button5->Enabled = bb;
Button6->Enabled = bb;
Button7->Enabled = bb;
Button8->Enabled = bb;
Button9->Enabled = bb;
ButtonlO->Enabled = bb;

}
_ finally

ReadersList->Text;
SCardX Easy->IsCardReady (&wReaderName) ;

Call the function EnableControls on the following events:

OnConnected
OnDisconnected
Onlock
OnUnlock

The EnableControls

function calls the EnableCardControls function automatically. But you need

call it additionally on the following events:

OnCardWait

OnCardReady
OnReaderSelected

And additionally you need to call the EnableCardControls function each time when the active
reader name of your application will be changed. In the demo application this function additionally
calls on the ReadersList->OnChange  event.

23
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4.4

Events

How to receive the smart cards' or the service's events into your own application?

It's so easy by using of the SCardX Easy ActiveX control!

Just select the SCardX_Easy in the Object Inspector and go to the its Events page. There are all
our control's events there. Double click on the event which you need and the C++ Builder will

create the source code for you automatically.

Here all used in the demo application events:

Object Inspector =]
| SCard+_Eam j
Properties  Ewvents l
| Ondctivate | =|
DnCardD etected SCard<_EasyCardDetected
DnCardlreealid SCard<_EasyCardinvalid
DnCardR eady SCard<_EasyCardReady
DnCardi ait SCard<_E asyCardw ait
OnConnected SCard<_EazsyConnected
OnCreate
Onlr atas ent SCard<_EazyDataSent
OnDeactivate
OnDestroyp
OnDizconnected SCard<_EasyDizconnected
OnDraghrop
OnDragOwer
OnEndDrag
OnEnter
OnERROR SCard<_EazyERROR
OrE =it
OnHigtomE vent SCard<_E azsyHiztorpE vent
OnLock SCard<_EasylLock
OnReaderSelected SCard<_E asyReaderSelected
OnReadersLizt SCard<_E asyReadersLizst
OnReaderStateChange| S Card_E asyReaderStateChanged
OnStartDrag
OnTraplconDBIChck  |SCard®_E asyTraylconDbIChck
OnTraylcontenultern | S Card®_E asyTraylconM enultem
Onlnlock, SCard<_EasyUnlock
Fopupkdenu
All shown

All SCardX Easy ActiveX control events are maximal informative. There are all info which you
need are present in the event's parameters.

For example OnCardReady event :

void _ fastcall TMainForm::SCardX EasyCardReady (TObject *Sender,

BSTR *ReaderName, BSTR *ATR, long *ProtocolValue, BSTR *Protocol)
{
// your code here

}
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The OnCardReady event gives you all useful information about the opened card at once:
e the opened card's Reader Name;
e the ATR of the opened card;
e the real active Protocol of the opened card.

Any smart card application without the events are dead and unusable.

Otherwise by using the SCardX Easy ActiveX control you can add to your programs the power and
sensitivity of the professional applications.

Processing of the received events

Each event has its own parameters list and each event is intended for its own task.

Additionally to the specific events' tasks the demo application has special controls and procedures
for the simple visualization of all received events

Received ActiveX control events :

rE OnConnected »
R OnCardilait : AES ifdh O
R OnCardilait : AKS ifdh 1
rE OnCardbetected : 2CM Microsystems Inc. CHIPDRIVE Serid
R OnCardPeady : 5CM Microsystems Inc. CHIPDRIVE Serial
.- ATE : 3B 7S 94 00 00 E% 01 01 OF O1 OO0 01 O4 At
.- Frotcocal = TO

W
£ >

[ Show OnReaderStateChanged event | Shaow OnHistoryE vent event

These events visualization tools are the Memo control and the AddEvent function:

void _ fastcall TMainForm::AddEvent (AnsiString eType, AnsiString eMessage)
{
AnsiString ss="";
if (eMessage>"")
{
ss=" : "+eMessage;
}
else
{
ss="";
}
Memo->Lines->Add (">>> "+eTypetss) ;

}
It's easy! Call this function on the each occured event and you will see all received events by
looking thru the text lines into the Memo control:

void _ fastcall TMainForm::SCardX EasyReaderStateChanged (TObject *Sender,
BSTR *ReaderName, long *ReaderState, BSTR *ReaderStateHex,
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BSTR *ReaderStateLookup)

{
if (CheckBox6->Checked)

{
AnsiString sReaderName=*ReaderName;
AnsiString sReaderStateHex=*ReaderStateHex;

AddEvent ("OnReaderStateChanged",sReaderName+" Ox"+sReaderStateHex) ;

bi
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4.5  Preparing the connection controls

Before working with smart cards we need to connect the smart card service.

Place on the form the three buttons for the connection commands and one combo box for the
readers names list like on this picture:

Connect |

Select reader :

Service connecting commands

By clicking on the "Connect " command button we'll select the MS Smart Card service and set up
the connection state of SCardX Easy as connected:

void _ fastcall TMainForm::Button2Click (TObject *Sender)
{
try

{
SCardX_Easy->SmartCardService=srv_MS PCSC_SCard_Service;
SCardX Easy->ConnectionState=stServiceConnected;

_ finally
{
}

By clicking on the "Disconnect” command button we'll close the connection and unload the driver:

void _ fastcall TMainForm::Button4Click(TObject *Sender)
{

try

{

SCardX_ FEasy->ConnectionState=stServiceNotConnected;
SCardX_Fasy->SmartCardService=srv_Not Defined;

}
~ finally

{

What will be happened after clicking on the "Connect" button

e the SCardX Easy loads the driver libraries and makes the connection to the selected smart
card service;

e OnConnected events occurs; on this event you can enable the controls on the form by calling
the EnableControls function;

e the SCardX Easy loads from the service the list of the names of the available card readers

27
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which are attached to your PC;
e OnReadersList events occurs; on this event you can receive and store the readers list;
e the SCardX Easy starts to listen the devices for the changes of its states;
e from now the application will receive the following readers states events:
OnReaderStateChanged
OnCardWait :on this event you can enable the controls on the form by calling the
EnableCardControls  function;
OnCardDetected
OnCardinvalid
OnCardReady :on this event you can enable the controls on the form by calling the
EnableCardControls  function;
OnReaderSelected : on this event you can enable the controls on the form by calling the
EnableCardControls  function;

Readers list receiving

All smart card or device commands of the SCardX Easy ActiveX control needs the reader name as
a parameter.

You can receive and store on the form the readers list by the two ways:
e using the OnReadersList event;
e using the GetReadersList function of the SCardX Easy;

The demo application uses the ReadersList combo box as a readers names' container. And
additionally the selected reader of this combo box always used as the active reader name for all
smart cards' and devices' commands.

For filling up of the ReadersList combo box by the real names of attached readers the demo
application has a function MakeReadersList:

void _ fastcall TMainForm::MakeReadersList (AnsiString RList)
{
try
{
ReadersList->Clear () ;
if (RList>"")
{
ReadersList->Items->Text=RList;
ReadersList->Sorted=true;
ReadersList->ItemIndex=0;
}i
}
_ finally
{
EnableCardControls () ;
}

The demo application calls the MakeReadersList automatically on the OnReadersList event:

void _ fastcall TMainForm::SCardX EasyReadersList (TObject *Sender, BSTR *ReadersList)

{
try
{
AnsiString sReadersList = *ReadersList;
MakeReadersList (sReadersList) ;
AddEvent ("OnReadersList","");
}
_ finally

It's easy! The SCardX Easy ActiveX control gives you the readers list as a parameter of the
OnReadersList event!
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Alternatively you can receive the readers list at any time using the GetReadersList function of the
SCardX Easy. For this command the demo application has the "Refresh Readers List" button.

By clicking on the "Refresh Readers List" command button the application reloads the readers list:

void _ fastcall TMainForm::Button3Click(TObject *Sender)
{

try

{

MakeReadersList (SCardX Easy->GetReadersList());

}
_ finally
{
}

}

4.6  Preparing the opened reader controls

After receiving of the OnCardReady event the application may call the following functions of the
SCardX Easy ActiveX control:

ReopenReader
GetReaderInfoFmt
GetReaderInfo
GetCardinfoFmt
GetCardInfo
GetCardATR
SendCardAPDU
SendCardDATA

All these functions takes the opened reader name as a parameter and may be called after
receiving the OnCardReady event only.

Reopen Reader command

Add the "Reopen Reader" button on the form.

Reopen Reader
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By clicking on this button the application will reopens the selected card reader:

void _ fastcall TMainForm::Button5Click(TObject *Sender)

{
try

{

WideString ww=ReadersList->Text;
SCardX Easy->ReopenReader (&ww) ;

}
_ finally

Receiving the Reader Info

Add the "Get Reader Info" button and the "Format Info" checkbox on the form.

et Beader Info

[vw Format Info

The SCardX Easy has two functions for the reader info receiving:
o GetReaderInfo
o GetReaderInfoFmt

The function GetReaderInfo returns the not formatted info lines like these ones:

[VENDOR INFO]

VENDOR NAME=SCM Microsystems Inc.
VENDOR IFD TYPE=CHIPDRIVE Serial
VENDOR IFD VERSION=< no info >
VENDOR IFD SERIAL NO=12639860

The function GetReaderInfoFmt returns the formatted info lines like these ones:

VENDOR INFO

VENDOR NAME ..........ccccue.. SCM Microsystems Inc.
VENDOR IEFD TYPE ......iuvuvnn. CHIPDRIVE Serial
VENDOR IFD VERSION ........... < no info >

VENDOR IFD SERIAL NO ......... 12639860

By clicking on the "Get Reader Info" button the application will receive the info lines

void _ fastcall TMainForm::Button6Click(TObject *Sender)
{
try
{
WideString ws=ReadersList->Text;
AnsiString s="";
if (CheckBox8->Checked)
{ s=SCardX Easy->GetReaderInfoFmt (&ws);}
else
{ s=SCardX Easy->GetReaderInfo (&ws);};
AddEvent ("GetReaderInfo",ReadersList->Text);
Memo->Lines->Add (s) ;
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}
_ finally

Receiving the Card Info

Add the "Get Card Info" and "Get Card ATR" button and the "Format Info" checkbox on the form.

Get Card Info Get Card ATR

[w Faormat Info

The SCardX Easy has two functions for the card info receiving:
e GetCardInfo
e GetCardInfoFmt

The function GetCardInfo returns the not formatted info lines like these ones:

[ICC STATE]

ATR STRING=3B 79 94 00 00 59 01 01 OF 01 00 01 04 A9
ICC PRESENCE=2

ICC INTERFACE STATUS=255

ICC TYPE PER ATR=1

CURRENT IO STATE=< no info >
[PROTOCOL]

DEFAULT DATA RATE=9624

MAX DATA RATE=115484

ASYNC PROTOCOL TYPES=3
DEFAULT CLK=3580

The function GetCardinfoFmt returns the formatted info lines like these ones:

ICC STATE
ATR STRING ...iviiiinninnnnnn. 3B 79 94 00 00 59 01 01 OF 01 00 01 04 A9
ICC PRESENCE ........0uiiinunnn 2
ICC INTERFACE STATUS ......... 255
ICC TYPE PER ATR ............. 1
CURRENT IO STATE ............. < no info >
PROTOCOL
DEFAULT DATA RATE ............ 9624
MAX DATA RATE ................ 115484
ASYNC PROTOCOL TYPES ......... 3
DEFAULT CLK ...t tiiennnnnnnn 3580

By clicking on the "Get Card Info" button the application will receive the info lines :

void _ fastcall TMainForm::Button7Click(TObject *Sender)
{

try

{

WideString ws=ReadersList->Text;

AnsiString s="";

if (CheckBox9->Checked)
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{ s=SCardX Easy->GetCardInfoFmt (&ws) ;}
else
{ s=SCardX Easy->GetCardInfo (&ws);};
AddEvent ("GetCardInfo",ReadersList->Text);
Memo->Lines->Add (s) ;
}
_ finally

By clicking on the "Get Card ATR" button the application will receive the ATR string of the opened

card:

void
{
try
{
WideString ws=ReadersList->Text;
AnsiString s=SCardX Easy->GetCardATR (&ws) ;
AddEvent ("GetCardATR",ReadersList->Text);
Memo->Lines->Add (s) ;
}
_ finally

__fastcall TMainForm::Button8Click (TObject

Command APDU sending

Add on the form the following controls:

*Sender)

APDU sem:ling :

Cla In=z

FZ2 PF3'c Le

o0 Jad I_I_I_ | JFoo

Send APDU |

Feceived Datalut [Hex]

Drataln

Tse hexadecimmal format only !

Recewved SWw15wW2 [Hex]
|90 00

By clicking on the "Send APDU" button the application gets the hexadecimal

parts of a command

APDU according to ISO-7816 from the form's edit controls and puts its to the parameters of the

SCardX Easy's function SendCardAPDU

void
{
SW->Text="";
DataOut->Text="";
AnsiString ss="";

_ fastcall TMainForm::Button9Click (TObject

WideString wReaderName ReadersList->Text;

WideString wCla Cla->Text;
WideString wlns = Ins->Text;
WideString wP1 = P1->Text;
WideString wP2 = P2->Text;
WideString wP3 = P3->Text;
WideString wlLe Le->Text;

WideString wbDhataln DataIn->Text;
WideString wSW "y
WideString wDataOut "

try
{

*Sender)
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try
{
ss=SCardX Easy-

>SendCardAPDU (&wReaderName, &wCla, &wIns, &wP1l, &wP2, &wP3, &wLe, &wDataln, &wSW, &wDataOut) ;
}

catch (Exception &exception)
{
ss="";

ShowMessage (exception.Message) ;
}

}
finally

{

if ( ss>"")
{
SW->Text=wSW;
DataOut->Text=wDataOut;
}i

This function returns the card's response APDU data as parameters according to ISO-7816

e the status word SW1SW2 value in the hexadecimal format; it placed in the edit control labeled

"Received SW1SW2 (Hex)";
e the DataOut buffer in the hexadecimal format; itplaced in the edit control labeled "Received
DataOut (Hex)"

Unformatted data buffers sending

Add on the form the following controls:

Data buffer sending :

[rata for zend [Hex)

|I:IEI Ad40000 02 3F00
Send DATA Use hexadecimal fornat only !
Recerved Data [Hex)
19000

By clicking on the "Send DATA" button the application gets the hexadecimal value of the send
buffer labeled as "Data for send (Hex)" and puts its to a parameter of the SCardX Easy's function

SendCardDATA

void _ fastcall TMainForm::ButtonlOClick(TObject *Sender)
{

DataReceived->Text="";

AnsiString ss="";

ReadersList->Text;
DataSend->Text;

— nn.
’

WideString wReaderName
WideString wDataSend
AnsiString sDataReceived

try
{
try
{
sDataReceived = SCardX Easy->SendCardDATA (&wReaderName, &wDataSend) ;

}

catch (Exception &exception)
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4.7

sDataReceived="";
ShowMessage (exception.Message) ;
}
}
_ finally
{
if ( sDataReceived>"")
{
DataReceived->Text=sDataReceived;
bi

This function returns the card's answer on the sent data in the hexadecimal format. The returned
data placed in the edit control labeled "Received Data (Hex)".

Tray Icon

The SCardX Easy ActiveX control allows you to manage the tray icon pop-up menu items and to
receive the tray icon events.

Preparing the form controls

Add on the form the following controls:

Tylcon PoplUp Menu -

[D_1=hdw e [tem 1 Menu ltem 1D |ID_2
- it's the divider
|D_2=by benu lkem 2 Checked | Unchecked |

[D_3=byp Menu lkem 3 i
Enabled | Dizabled |

Recreate Tmlcon Menu Drefauilt | Standart |

Creating your own tray icon menu

The new pop-up menu of the SCardX Easy tray icon creates easy by calling of the
TraylconMenuCreate  function.

You need to prepare the menu items list according to these rules:

e each new line in the list is the new menu item template;
e each menu item template consists of two parts;
e the menu item ID;
e the menu item caption;
e the parts of the menu item template are divided by the "=" character;
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e if the menu item template begins with a "-" character the menus divider will be created;
Use the memo on the form for preparing of the menu items list before menu creating.
For example your menu items list may be prepared like this:

e ID 1=My Menu Item 1
e - it's the divider

e ID 2=My Menu Item 2
. ID:3:My Menu Item 3

By clicking on the "Recreate Trylcon Menu" button the SCardX Easy will recreate its tray icon pop-
up menu:

void _ fastcall TMainForm::Buttonl4Click(TObject *Sender)
{

try

{

WideString ww=MenultemsList->Lines->Text;

SCardX Easy->TrayIconMenuCreate (&ww) ;

}

_ finally

My Menu Ikem 1

My Menu Item 2
My Menu Ikerm 3

About SCardy Easy ...

Changing the menu item properties

You can set up the following menu item properties:

e checked / unchecked
e enabled / disabled
e default /standart

All functions for changing of the menu item's properties takes the item ID string as a parameter.

Setting up the menu item as checked / unchecked

By clicking on the "Checked" button the SCardX Easy makes the menu item as checked:

void _ fastcall TMainForm::Buttonl8Click(TObject *Sender)
{

try

{

WideString ww=Edit3->Text;

VARIANT BOOL bb=true;

SCardX Easy->TrayIconMenuItemSetChecked (&ww, &bb) ;

Copyright © 2005 by SCardSOFT



36 Smart Cardsin the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 )

Your first application. " Hello, cards World ! "

}
_ finally

My Menu Ikem 1

v My Menu Ikem 2
My Menu Ikerm 3

Abouk SCardy Easy ...

=N
2 DH
W

By clicking on the "Unchecked" button the SCardX Easy makes the menu item as unchecked:

void _ fastcall TMainForm::Buttonl6Click(TObject *Sender)
{

try

{

WideString ww=Edit3->Text;

VARIANT BOOL bb=false;

SCardX Easy->TrayIconMenultemSetChecked (&ww, &bb) ;

}

_ finally

{

Setting up the menu item as enabled / disabled

By clicking on the "Disabled” button the SCardX Easy makes the menu item as disabled:

void _ fastcall TMainForm::Buttonl5Click(TObject *Sender)
{

try

{

WideString ww=Edit3->Text;

VARIANT BOOL bb=false;

SCardX Easy->TrayIconMenultemSetEnabled (&ww, &bb) ;

}
_ finally
{
}
}

My Menu Ikem 1

My Menu Ikern 3

About SCardy Easy ...
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By clicking on the "Enabled" button the SCardX Easy makes the menu item as enabled:

void  fastcall TMainForm::Buttonl9Click(TObject *Sender)

{
try
{
WideString ww=Edit3->Text;
VARIANT BOOL bb=true;
SCardX Easy->TrayIconMenultemSetEnabled (&ww, &bb) ;

}
_ finally

{
}

Setting up the menu item as default / standart

By clicking on the "Default" button the SCardX Easy makes the menu item as default:

void _ fastcall TMainForm::Button20Click(TObject *Sender)
{

try

{

WideString ww=Edit3->Text;

VARIANT BOOL bb=true;

SCardX Easy->TrayIconMenultemSetDefault (&ww, &bb) ;

}
_ finally
{
}

My Menu Ikem 1

My Menu Item 2
My Menu Ikem 3

Abouk SCardy Easy ..,

W XA
2 0H
W

By clicking on the "Standart" button the SCardX Easy makes the menu item as standart menu
item:

void _ fastcall TMainForm::Buttonl7Click(TObject *Sender)
{

try

{

WideString ww=Edit3->Text;

VARIANT BOOL bb=false;

SCardX Easy->TrayIconMenuItemSetDefault (&ww, &bb) ;

}
~ finally

{
}

Receiving the tray icon menu events

The SCardX Easy creates the OnTraylconMenultem event when user clicks on the menu item:
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void _ fastcall TMainForm::SCardX EasyTrayIconMenultem (TObject *Sender,
BSTR *ItemID, VARIANT BOOL *IsChecked, VARIANT BOOL *IsEnabled,
VARIANT BOOL *IsDefault, BSTR *Caption)

{
AddEvent ("OnTrayIconMenultem",*Caption);

}

Receiving the tray icon mouse double click event

The SCardX Easy creates the OnTraylconDbIClick event when user double clicks on the tray icon:

void  fastcall TMainForm::SCardX EasyTrayIconDblClick (TObject *Sender)
{
AddEvent ("OnTrayIconDblClick","");

}
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4.8 LookUp service

The SCardX Easy allows you to decode the system error codes and the reader states codes from
its numerical values to its string descriptions.

Add on the form the following controls:

Error LookUp Reader State LookUp
Error code [Hex] Reader State [Hes]
Qo0aooo |EIEIEIEIEI1 22

Error Loaklp | | State LookUp I

Error LookUp

By clicking on the "Error LookUp" button the application calls the lookup function and receives the
decoded value:

void _ fastcall TMainForm::Buttonl2Click(TObject *Sender)

{
try

{
WideString ww=Editl->Text;

AnsiString ss=SCardX Easy->LookUpError (&ww) ;

AddEvent ("LookUpError","");

Memo->Lines->Add ("Ox"+Editl->Text+" : "+ss);
}

~ finally

Reader State LookUp

By clicking on the "State LookUp" button the application calls the lookup function and receives the
decoded value:

void _ fastcall TMainForm::Buttonl3Click(TObject *Sender)
{
try

{
WideString ww=Edit2->Text;

AnsiString ss=SCardX Easy->LookUpReaderState (&ww);

AddEvent ("LookUpReaderState","0x"+Edit2->Text) ;
Memo->Lines->Add (ss);

}

~ finally

{
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Data ciphering

The SCardX Easy ActiveX control allows you to encrypt and to decrypt the text strings using the
DES algorithm.

Add on the form the following controls:

DES Data Cyphenng :

K.en [Hex]
|f-‘uE 9601432FBCAREF

T ezt for encivpt Ercropt

|DES bext enciypting demo

Encrypted data [Hex) Decrypt

OEFCYEE2ERRE 2F 724328700 4564AE 96203002504 CA2C)

Before using the ciphering functions you need to prepare the Key value in the hexadecimal format.

Key rules:

e if you want to use ASCIl symbols like the letters or numbers as a key you need to convert its
char codes to a hexadecimal format;

for example the ASCII text "MyKey123 " in the hex format is "4D794B6579313233

e the length of the binary key always must be 8 bytes and the length of the key in the
hexadecimal format always must be 16 hex symbols!

Create the new key and place its hex value into the edit control labeled "Key (Hex)".

DES data encoding

Type any text you like into the text control labeled "Text for encrypt".

By clicking on the "Encrypt" button the application takes the key hex value and the text for encrypt
from the form's edit controls and calls the DES_EncryptString encrypt function:

void _ fastcall TMainForm::Button21Click(TObject *Sender)
{
try

{
WideString kk=Trim (KeyDES->Text) ;

WideString ww=Trim (EncText->Text) ;
Ansistring ss=SCardX Easy->DES_EncryptString (&kk, &ww) ;
AddEvent ("DES Encrypt String","");

Memo->Lines->Add ("DES Key : "+kk);
Memo->Lines->Add ("Text for encrypt : "+ww);
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Memo->Lines->Add ("Encrypted data : "+ss);
}
_ finally

4.10

{
}

Encrypting example:

DES Key : AE9601A32FBCA8SF

Text : Demo text for encrypt

Encrypted data : D6 D1 DB 24 59 8B 3A 9F 4D 22 58 96 68 92 AB 29 40 41 16 B4 69 64 15
28

DES data decoding

Type the previous encrypted text as a hex buffer into the text control labeled "Encrypted data
(Hex)".

By clicking on the "Decrypt" button the application takes the key hex value and the encrypted hex
buffer from the form's edit controls and calls the DES_DecryptString decrypt function:

void _ fastcall TMainForm::Button22Click(TObject *Sender)
{

try

{

WideString kk=Trim (KeyDES->Text) ;

WideString ww=Trim (DecText->Lines->Text) ;

Ansistring ss=SCardX Easy->DES DecryptString (&kk, &ww) ;

AddEvent ("DES Decrypt String","");

Memo->Lines->Add ("DES Key : "+kk);
Memo->Lines->Add ("Encrypted data : "tww)
Memo->Lines->Add ("Decrypted data : "+s8);
_ finally

{
}

Decrypting example:

DES Key : 8CAG4DESC1B123A7

Encrypted data : BA 40 AC 43 81 34 9A DC AF 60 OB D5 EC 49 86 F8 90 7B BO 71 Cl1 05 38
A9

Decrypted text : Decrypt demo text

Card detecting defaults

The SCardX Easy allows you to set up the card detecting defaults.

Add on the form the following controls:
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PCASC card detecting defaults :

[v Openthe detected card automatically

Preferred Protocal |.-’-'-.utu:udetect

Preferred Sharing kode |Share R eader

Led L] Lo

Card Clozing Mode |F|eset Card

Set Card Detecting Defaulk: |

Fill up the combo box labeled "Preferred Protocol" by the following string list:

Autodetect
TO

Tl

RAW
Undefined

Fill up the combo box labeled "Preferred Sharing Mode" by the following string list:

e Share Reader
e Exclusive Use
e Direct Reader Control

Fill up the combo box labeled "Card Closing Mode" by the following string list:

e Leave Card

e Reset Card

e Unpower Card
e Eject Card

By clicking on the "Set Card Detecting Defaults" button the application sets up the preferences
values using the SetPref PCSC_OnCardDetect function:

void _ fastcall TMainForm::Button23Click(TObject *Sender)
{

try

{

VARIANT BOOL AutoOpen=CheckBox12->Checked;

TxProtocol PreferredProtocol= TxProtocol (ComboBoxl->ItemIndex) ;
TxSharingMode PreferredSharingMode= TxSharingMode (ComboBox2->ItemIndex) ;
TxCardClosingMode CardClosingMode= TxCardClosingMode (ComboBox3->ItemIndex) ;

SCardX Easy->SetPref PCSC_OnCardDetect ( &AutoOpen,
&PreferredProtocol,

&PreferredSharingMode,
&CardClosingMode) ;

}
~ finally

{
}

All preferences changes becomes visible on the "States" page of the SCardX Easy immediately:
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+- [ License
= L?L Freferences
= L__'J Card Detecting Defaultz
W Open the reader automatically
':’4. Preferred Protocol
L) Preferred Sharing Mode
1 Card Cloging Mode
= |_7L Mizcelaneous
W Separate received HE= bytes
W] Ewents lagging
= ) Devices
w1 AKS ifdh 0
w1 L AKS ifdh 1

= {58 Service: MS Smart Card service [ PCASC.

= Iz 5CM Microsystems Inc. CHIFDRIY...

Connected A

Yes
AUTODETECT
CaRD SHARED
RESET CARD

ez
Log all events

)

=3RS

AdojEly SusA g

4.11 Configuring the application startup

4.12

The application startup is a good moment for setting up the SCardX Easy's properties.

// setting up the user interface properties

SCardX Easy->VisibleToolBar=false;
SCardX Easy->VisibleStatusBar=true;

SCardX Fasy->EventsHistoryEnabled=true;
SCardX_ FEasy->VisibleEventsHistory=true;

SCardX Easy->ActivePage=apStates;

/ “ectinag the cervice
// connecting tne service

SCardX_ FEasy->SmartCardService=srv_MS PCSC_SCard Service;
SCardX Fasy->ConnectionState=stServiceConnected;

We recommend you to set up the user interface properties of the SCardX Easy like the
BorderStyle and other on the application startup.

Additonally you may call the interface function:

// enabling/disabling the controls
EnableControls();

Configuring the application shutdown

Important!  Be careful!

You must call the finalization function of the SCardX Easy on the application's shutdown!

43
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void _ fastcall TMainForm::FormClose (TObject *Sender, TCloseAction &Action)
{

try

{

SCardX Easy->Finalize();

}

_ finally

413 Tell : -" Hello, cards World ! "

Ok. Your first application is already prepared and ready to start!

ISO-7816 standard and smart card basics

The 1SO-7816 is a base of the smart cards functionality. All another smart cards specifications was
created under this standard and expands it only.

The card command may be sent into a card as a data buffer which is formatted as a command
APDU (Application Protocol Data Unit ).

The card's answer on each command APDU isthe data buffer which is formatted as a response
APDU .

According to 1SO-7816-4 5.3.1 the command APDU consists of :
e a mandatory header of 4 bytes : Cla Ins P1 P2 ;
e a conditional body of a variable length;

Command APDU structure:

Header Body
Cla Ins P1 P2 [Lc field] [Dataln field] [Le field]

What isthe command APDU content?

According to 1ISO-7816-4 5.4 the command APDU contents :
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Code Name Length Description

Cla Class 1 Class of instruction

Ins Instruction 1 Instruction code

P1 Parameterl 1 Instruction parameter 1

P2 Parameter 2 1 Instruction parameter 2

P3/Lc Length variable Number of bytes present in

field lor3 the data field of the command

Dataln Data variable String of bytes sent in the data

field = Lc field of the command

Le Length variable Maximum number of bytes

field <=3 inspected in the data field of
the response to the command

So each command is an APDU-formatted array of bytes which may be sent into a card.
What happens after the data was sent?
The card answers on the sent command APDU by its response APDU .

According to 1ISO-7816-4 5.3.3 the response APDU consists of :
e a conditional body of a variable length;
e a mandatory trailer of 4 bytes (status word) : SW1 SW2 ;

Body Trailer
[DataOut field ] SW1 SW2

What is the response APDU content?

According to ISO-7816-4 5.4 the response APDU contents :

Code Name Length Description

DataOut Data variable String of bytes received in the

field = Le data field of the response

SW1 Status byte 1 1 Command processing status

SW2 Status byte 2 1 Command processing
qualifier

How it works?

For preparing of the command you need only to fill up the command APDU fields according to the
card command which you need send into the card. Where can you find the values of these fields?
You may find all necessary info about the command APDU and response APDU fields' values in
the specifications of your smart cards.
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The 1SO-7816 standard defines the global principles of the card's functionality only.

The real cards always differs by its available commands' set and by the values of the command
APDU fields and all cards differs by its response APDU fields values.

But all chip smart cards always receives the commands as command APDU 's and answers back
by the response APDU 's according to ISO-7816.

Please look more about the smart cards basics into the 1ISO-7816 standard and into the your cards'
specifications.

Your first smart card command

As example we'll use the GSM SIM card and the GSM11.11 card specification.

According to ISO-7816 any chip smart card must have the Master File (MF) named 3F00. It's the
"root directory" of the smart card's filesystem. The SIM card has the "3F00" file too.

We'll try to send to the SIM card the command SELECT MF.

According to GSM11.11 9.2.1 the command APDU for the command SELECT is defined as:

§9.2.1 SELECT
COMMAND CLASS INS P P2 P3
SELECT A "B i oo 0z
Command parameters/data:
Byteis) Description Length
1-2 File 1D 2

And according to GSM11.11 9.4.1 the successful respond APDU is defined as:

9.4 Status conditions returned by the card
This subclause specifies the coding of the status words SW 1 and SW2,
941 Responses to commands which are correctly executed
SW1 | 3W2 | Description
an 00" | - normal ending of the command
o1 & | - nomal ending of the command, with extra information from the
proactive SIM containing a command for the ME. Length 'XX' of the
response data
aE X | -length KT of the response data aven incasa of a SN data download
erraor
"afF* WX | - length WX of the response data
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So, according to GSM11.11 our command APDU is:

Cla = A0
Ins = A4
Pl = 00
P2 = 00
P3/Lc = 02
DataIn = 3F00

And after of this command APDU will be sent into the card you may receive from the card the
following response APDU :

DataOut
SW1 SW2

<none>

9F XX ( where XX is the length of

You can test this command using your new smart card application:

run the application;

connect to the service;

insert the card into a reader;

after the card will be opened by SCardX Easy please select your reader in the readers list

on the form;

5. fill up the fields of the "APDU Sending " controls on the form according to the command
APDU which was defined before;

6. click on the "Send APDU " button;

7. after the command sending please look on the edit control labeled as "Received SW1 SW2

(Hex) " - there is the status word hex value like "9F17" must present there;

pPwhPE

That's all.

You have prepared your first command APDU, you have sent this command into the card and you
have received from the card its answer on your command.

Congratulations!
At this moment you already have told to your SIM card - " Hello, cards World !".
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5  SCardX Easy interface specification

5.1 Properties

User interface properties

ActivePage

BorderStyle
BorderWidth

EventsHistoryEnabled
EventsLogging
Visible

VisibleEventsHistory
VisibleStatusBar
VisibleToolBar

VisibleTraylcon

Smart card work properties

ConnectionState
SmartCardService

SeparateReceivedBytes

5.1.1 ActivePage

Specifies what the page of SCardX Easy is on the front of the control

apStates apEventsHistory

0] Y alue A 5]
Connect.. |+ % %

(0000007
%" (0000007 g
=] (0071 CooL =]
(e} (0]
= Inzert card =
. u
(=] Imzert card [=!
- -

Imzert card

| [ainlnk! r-.nr!.v.
00010, [» >
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Description

Use the ActivePage property to determine what page is on the front of the control.

Type:

C++ : int
Basic : As Long
Delphi : Integer

Possible values:

apStates = $00000000
apEventsHistory = $00000001

C++ Builder syntax:

SCardX Easy->ActivePage=apEventsHistory;

49
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5.1.2 BorderStyle
Specifies the drawing style of the border of the SCardX Easy control.
afbNone _ afbSingle afbSunken _ afbRaised _
=4 Service: b | | = 50 Service b = 53 Service : b = i} Service b
4 Licens 4 Licens 4 Licens + Licens:
E_L Prefers EL Frefere L?L Frefere L?L Prefera
= @ E'E'-.-'iCE = i) Device = o) Device = {2 Device
20 B mE@a |
< | < | A3l £
CA CA LA CA
Description
Use the BorderStyle property for setting up the control's border style.
Type:
C++ : int
Basic : As Long
Delphi : Integer
Possible values:
afbNone = $00000000
afbSingle = $00000001
afbSunken = $00000002
afbRaised = $00000003
C++ Builder syntax:
SCardX_ FEasy->BorderStyle=3;
5.1.3 BorderWidth

Specifies the control's inner border width.
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BorderWidth = 0

BorderWidth = 5

BorderWidth = 10

SCardX Easy v1.3

= 4} Service : M
3 Licenze
E_L Freferet
2] Devices
o AKE
o AKE
& sCl

-

Description
Use the BorderWidth

Type:

SCardX Eazp v1.3

SCardX Easy v1.3

C++ : int

Basic : As Long
Delphi : Integer

C++ Builder syntax:

SCardX Easy->BorderWidth=15;

= i} Service

property for setting up the control's inner border width.
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5.1.4 ConnectionState

Specifies the current state of the connection to the selected smart card service.
Description

Use the ConnectionState property for connecting or disconnecting of the selected smart card
service.

This property is unavailable while the SmartCardService is equal srv_Not_Defined.

Type:

C++ : int
Basic : As Long
Delphi : Integer

Possible values:
stServiceNotConnected
stServiceConnected

$00000000
$00000001

C++ Builder syntax:

SCardX Easy->ConnectionState=stServiceConnected;

5.1.5 EventsHistoryEnabled

Specifies whether the events history logging is enabled.
Description
Use the EventsHistoryEnabled property for enabling or disabling the logging of events on the

Events History page.

Type:

C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

SCardX Easy->EventsHistoryEnabled=true;
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5.1.6 EventsLogging

Specifies the events logging mode.
Description
Use the EventsLogging property to determine the control's events logging mode.

Set the EventsLogging to xLog_AllEvents if you need more detailed events log.

Type:

C++ ¢ int
Basic : As Long
Delphi : Integer

Possible values:
xLog AllEvents $00000000
xLog MostUsefulEvents = $00000001

C++ Builder syntax:

SCardX Easy->EventsLogging=xLog AllEvents;

5.1.7 SeparateReceivedBytes

Specifies whether the received from the card hex bytes will be separated by the space character.
Description

Set the SeparateReceivedBytes property to true if you want to receive the separated bytes like
this:

3B 79 94 00 59 01 01 OF 01

Otherwise the data will be received and showed like this:

3B799400005901010F01
Type:
C++ : bool
Basic : As Boolean

Delphi : WordBool

C++ Builder syntax:

SCardX Easy->SeparateReceivedBytes=true;
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5.1.8 SmartCardService

Specifies the selected smart card service.
Description
Use this property to change the selected smart card service.

If the srv_Not_Defined value assigned in this case the SCardX Easy closes all active connections
and unloads the previous loaded service's drivers.

If the srv_ MS_PCSC_SCard_Service value assigned in this case the SCardX Easy tries to find the
MS Smart Card service's libraries and loads its.

After the service will be loaded you can connect of this service by assigning the value
stServiceConnected to the ConnectionState property.

Type:

C++ : int
Basic : As Long
Delphi : Integer

Possible values:
srv_Not_ Defined = 500000000
srv_MS PCSC_SCard Service = 500000001

C++ Builder syntax:

SCardX Easy->SmartCardService=srv_MS PCSC SCard Service;

5.1.9 Visible

Specifies the SCardX Easy control's visibility.
Description

Set the Visible property to false if you wish to hide the control on your application.

Type:

C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

SCardX_ FEasy->Visible=true;
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5.1.10 VisibleEventsHistory

Specifies the visibility of the "Events History" panel.

rue False
E ]
Connected i Connected %
m
&
=
]
=
)
[m]
=
i €.
D=0 Fo 22 O=0MFo 22
Description

Use the VisibleEventsHistory property for showing or hiding the "Events History" panel of the

control.

Type:
C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

SCardX Easy->VisibleEventsHistory=true;
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5.1.11 VisibleStatusBar

5.1.12

Specifies the visibility of the status bar of the SCardX Easy.

True

=} 1 Smart Card
S5 ATR
'?3_ Frotocol
L) Sharing Mode
= ﬂ Card Info
ICCSTAT

[ e W e o e T o

- A

CA

=} 1 Smart Card
F4p ATR
'?3_ Frotocol
L) Sharing Mode
= ﬂ Card Info
ICCSTAT
FROTOCT

Drefaul

EIR |

= 4

Description

Use the VisibleStatusBar

Type:
C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

SCardX Easy->VisibleStatusBar=false;

VisibleToolBar

Specifies the visibility of the tool bar of the SCardX Easy.

True

= L\_;.j EFH Microsystem

Active Reader

SCM Microsyster

Cla Ins
Send 4PDU | (00 [a4 |
Sl 52

Feceived data

RIS

APDU Sending
C3

! Device State

= :\_;3 SCM Microsystem
T F:\'
+ |_|1 Device Info
=} ] Smart Card
T ATR
'?1. Frotocol
i) Sharing Mods
= ﬂ Card Infa

ICCSTAT

P T

E R |

Description

property for showing or hiding the status bar of the control.
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Use the VisibleToolBar property for showing or hiding the tool bar of the control.

Type:

C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

SCardX Easy->VisibleToolBar=false;

5.1.13 VisibleTraylcon

Specifies the visibility of the tray icon of the SCardX Easy.

True

Menu Item 1

» Menu Ikermn 3

About SCardy Easy ...

" MAL GO @

Description

Use the VisibleTraylcon property for showing or hiding the tray icon of the control.

Warning! You can hide the Traylcon under the Site or Developer's License only !

Type:

C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

SCardX Easy->VisibleTrayIcon=false;

5.2 Functions

User interface functions

EventsHistoryClear
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5.2.1

GetEventsHistory

SetPref PCSC OnCardDetect
TraylconMenuClear
TraylconMenuCreate
TraylconMenultemSetChecked
TraylconMenultemSetDefault
TraylconMenultemSetEnabled

Smart card work functions

GetCardATR
GetCardinfo
GetCardInfoFmt
GetReaderInfo
GetReaderInfoFmt
GetReadersL.ist
IsCardReady

ReopenReader
SendCardAPDU

SendCardDATA

Other functions

DES DecryptString
DES EncryptString
Finalize

IsLocked
LookUpError
LookUpReaderState
Version

VersionMajor
VersionMinor

DES_DecryptString

Decrypts the encrypted by DES algorithm hexadecimal

Arguments / parameters

data buffer.
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Argument Name Data Type Description
KeyHEX Ct++ : BSTR the hex data buffer of the DES key value;
Basic : As String
Delphi : WideString e the length of the binary key always must 8 bytes and

the length of the key in the hexadecimal format always
must 16 hex symbols;

e do not use ASCIl symbols for the key value : always
use the hexadecimal format only;

EncryptedDataHEX CH++ : BSTR the hex data buffer of the previously encrypted by DES
Basic : As String text string;
Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the decrypted text string.

Returning value data type

C++ : BSTR

Basic : As String
Delphi : WideString

C++ Builder syntax:

WideString kk="AE9601A32FBCA85F";
WideString ww="0EFC7562E68E2F72432B70D456AE9620300850ACA2CFCT7EE";

AnsiString ss=SCardX Easy->DES_DecryptString (&kk, &ww) ;

5.2.2 DES_EncryptString

Encrypts ASCIlI symbols text string by the DES algorithm.

Arguments / parameters
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Argument Name Data Type Description
KeyHEX Ct++ : BSTR the hex data buffer of the DES key value;
Basic : As String
Delphi : WideString e the length of the binary key always must 8 bytes and
the length of the key in the hexadecimal format always
must 16 hex symbols;
e do not use ASCIl symbols for the key value : always
use the hexadecimal format only;
CryptString Ct++ : BSTR any text string for encrypt;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the hex data buffer of the encrypted string.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

C++ Builder syntax:

WideString kk="AE9601A32FBCA85F";
WideString ww="DES text encrypting demo";

AnsiString ss=SCardX Easy->DES_EncryptString (&kk, &ww) ;

5.2.3 EventsHistoryClear

Deletes all events messages from the grid of the "Events History" page of the control.

Arguments / parameters
<none>

Returns
<none>

C++ Builder syntax:

SCardX FEasy->EventsHistoryClear () ;
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5.2.4 Finalize

Closes all opened connections and frees all used memory.

Arguments / parameters
<none>

Returns
<none>

Description
Always call this function on the application shutdown!

After calling of this function the SCardX Easy becomes unusable and ready for closing.

C++ Builder syntax:

SCardX_ FEasy->Finalize ();
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5.2.5

5.2.6

GetCardATR

Returns the ATR string of the opened smart card.

Arguments / parameters

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the ATR string in a hexadecimal

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

C++ Builder syntax:

WideString ReaderName="SCM Microsystems Inc.

format.

AnsiString ATR=SCardX_ Easy->GetCardATR (&ReaderName) ;

GetCardInfo

Returns the information about the opened smart card.

Arguments / parameters

CHIPDRIVE Serial 0";

Argument Name Data Type Description
ReaderName C++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the info string list.
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Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description
This function returns the list of the strings which are divided by the line breaks symbols #13#10.

Each info line is formatted as a standart INI file like of this example:
[ICC STATE]

ATR STRING=3B 79 94 00 00 59 01 01 OF 01 00

ICC PRESENCE=2

ICC INTERFACE STATUS=255
ICC TYPE PER ATR=1

C++ Builder syntax:
WideString ReaderName="SCM Microsystems Inc. CHIPDRIVE Serial 0";

AnsiString CardInfo=SCardX Easy->GetCardInfo (&ReaderName) ;

5.2.7 GetCardInfoFmt

Returns the formatted information about the opened smart card.

Arguments / parameters

Argument Name Data Type Description
ReaderName Ct++ ¢ BSTR smart card reader name;
Basic : As String

Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the info string list.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description
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This function returns the list of the strings which are divided by the line breaks symbols #13#10.

Each info line is formatted and already prepared for displaying like of this example:

ICC STATE
ATR STRING ........ciiiuinn.. 3B 79 94 00 00 59 01 01 OF 01 00 01 04 A9
ICC PRESENCE ........uvuvnnnn. 2
ICC INTERFACE STATUS ......... 255
ICC TYPE PER ATR ............. 1

CURRENT IO STATE .....ceeeee.. < no info >

C++ Builder syntax:

WideString ReaderName="SCM Microsystems Inc. CHIPDRIVE Serial 0";

AnsiString CardInfo=SCardX Easy->GetCardInfoFmt (&ReaderName) ;
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5.2.8

GetEventsHistory

Returns the events history strings list from the "Events History" page.

Arguments / parameters
<none>

Returns

The function returns the events history string list.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description

This function returns the list of the events messages from the "Events History" page which are
divided by the line breaks symbols #13#10:

N Source Event Value Event Time

1 MS Smart Card service Driver loaded 00:02:18 01-XXX-05

2 MS Smart Card service Service connected 00:02:18 01-XXX-05

3 AKS ifdh 0 Reader state changed 0x00000012 : There is not card in the
reader 00:02:18 01-XXX-05

4 AKS ifdh 1 Reader state changed 0x00000012 : There is not card in the
reader 00:02:18 01-XXX-05

5 SCM Microsystems Inc. CHIPDRIVE Serial 0 Reader state changed 0x001E0012
There is not card in the reader 00:02:18 01-XXX-05

All fields in the each string are divided by the Tab character #9.

This function may be useful for the errors localization during debugging of the remote application.

C++ Builder syntax:

AnsiString EventsHistory=SCardX Easy->GetEventsHistory ();

65

Copyright © 2005 by SCardSOFT




66 Smart Cards in the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 ) SCardX Easy interface specification
5.2.9 GetReaderIinfo
Returns the information about the reader.
Arguments / parameters
Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString
All arguments are passed by reference.
Returns
The function returns the info string list.
Returning value data type
C++ : BSTR
Basic : As String
Delphi : WideString
Description
This function returns the list of the strings which are divided by the line breaks symbols #13#10.
Each info line is formatted as a standart INI file like of this example:
[VENDOR INFO]
VENDOR NAME=SCM Microsystems Inc.
VENDOR IFD TYPE=CHIPDRIVE Serial
VENDOR IFD VERSION=< no info >
VENDOR IFD SERIAL NO=12639860
C++ Builder syntax:
WideString ReaderName="SCM Microsystems Inc. CHIPDRIVE Serial 0";
AnsiString ReaderInfo=SCardX Easy->GetReaderInfo (&ReaderName) ;
5.2.10 GetReaderInfoFmt

Returns the formatted information about the reader.

Arguments / parameters
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Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the info string list.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description
This function returns the list of the strings which are divided by the line breaks symbols #13#10.

Each info line is formatted and already prepared for displaying like of this example:

VENDOR INFO

VENDOR NAME ... ivieeennnnnnns SCM Microsystems Inc.
VENDOR IFD TYPE .............. CHIPDRIVE Serial
VENDOR IFD VERSION ........... < no info >

VENDOR IFD SERIAL NO ......... 12639860

C++ Builder syntax:
WideString ReaderName="SCM Microsystems Inc. CHIPDRIVE Serial 0";

AnsiString ReaderInfo=SCardX Easy->GetReaderInfoFmt (&ReaderName) ;
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5.2.11 GetReadersList

Returns the list of the smart card readers' names which are attached to your PC.

Arguments / parameters
<none>

Returns

The function returns the readers names string list.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description

This function returns the list of the readers names which are divided by the line breaks symbols
#13#10:

AKS ifdh 0
AKS ifdh 1
SCM Microsystems Inc. CHIPDRIVE Serial 0

C++ Builder syntax:

AnsiString ReadersList=SCardX Easy->GetReadersList ();

5.2.12 IsCardReady

Specifies whether the card in the reader is opened.

Arguments / parameters

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String

Delphi : WideString

All arguments are passed by reference.

Returns

The function returns true or false depends to whether the card in the reader is opened.
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Returning value data type

C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

WideString ReaderName="SCM Microsystems Inc.

bool Yes=SCardX Easy->IsCardReady (&ReaderName) ;

5.2.13 IsLocked

CHIPDRIVE Serial

69

o";

Specifies whether the SCardX Easy is locked for smart card service commands.

Arguments / parameters
<none>

Returns

The function returns true or false depends to whether

Returning value data type

C++ : bool
Basic : As Boolean
Delphi : WordBool

C++ Builder syntax:

bool Yes=SCardX Easy->IsLocked ();

5.2.14 LookUpError

the SCardX Easy is locked.

Decodes the error string message from its numerical code.

Arguments / parameters

Argument Name Data Type Description

ErrorCodeHex CH+t ¢ BSTR the hexadecimal value of an integer error code;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Returns
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The function returns the decoded error string.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description

You may decode any error value which you need because this function uses the system function of
the your PC operation system.

C++ Builder syntax:
WideString ErrorCodeHEX="00000001";

AnsiString ss=SCardX Easy->LookUpError (&ErrorCodeHEX) ;

Copyright © 2005 by SCardSOFT



Smart Cardsin the Borland C++ Builder applications. Developers Manual (Ver.1.2, Dec. 22, 2005 )

SCardX Easy interface specification

5.2.15 LookUpReaderState

71

Decodes the string value of the card reader state from its numerical code.

Arguments / parameters

Delphi : WideString

Argument Name Data Type Description
StateCodeHex Ct++ : BSTR the hexadecimal value of an integer state code;
Basic : As String

All arguments are passed by reference.

Returns

The function returns the decoded reader state string list.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description

This function returns the list of the strings which are divided by the line breaks symbols #13#10.

Each state line is formatted as a standart INI file like of this

0x00000020=There is a card in the reader

example:

0x00000100=The card in the reader is in use by one or more other applications, but may be

connected to in shared mode

C++ Builder syntax:

WideString ReaderStateHEX="00000122";

AnsiString ss=SCardX Easy->LookUpReaderState (&ReaderStateHEX) ;
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5.2.16 ReopenReader

Reopens the reader.

Arguments / parameters

Delphi : WideString

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String

All arguments are passed by reference.

Returns
<none>

C++ Builder syntax:
WideString ReaderName="SCM Microsystems Inc.

SCardX Easy->ReopenReader (&ReaderName) ;

5.2.17 SendCardAPDU

CHIPDRIVE Serial 0";

Sends the command APDU into the opened smart card and returns the card's answer as a

response APDU.

Arguments / parameters
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Argument Name Data Type Description

ReaderName Ct++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

Cla CH+ ¢ BSTR the Class hex byte of the command APDU;
Basic : As String
Delphi WideString

Ins C++ : BSTR the Instruction hex byte of the command APDU,;
Basic : As String
Delphi WideString

P1 C++ : BSTR the Parameter 1 hex byte of the command APDU;
Basic : As String
Delphi WideString

P2 C++ : BSTR the Parameter 2 hex byte of the command APDU,;
Basic : As String
Delphi WideString

P3Lc Ct+ : BSTR the Length hex byte of the command APDU;
Basic : As String
Delphi : WideString

Dataln CH+ ¢ BSTR the Data hex buffer of the command APDU;
Basic : As String
Delphi : WideString

Le Ct+ : BSTR the Length hex byte of the command APDU;
Basic : As String
Delphi : WideString

SW1SW2 C+t+ : BSTR the Status Word ( status hex bytes 1 and 2) of the
Basic : As String response APDU
Delphi WideString

DataOut C++ : BSTR the Data hex buffer of the response APDU;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Returns

The function returns the complete

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

response APDU buffer in a hexadecimal format.
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Description

Use this function for sending the

its response APDU's.

C++ Builder syntax:

AnsiString
AnsiString
AnsiString

WideString
WideString
WideString
WideString
WideString
WideString
WideString
WideString

ss
SW1SW2
DataOut

wReaderName
wCla

wlns

wP1

wP2

wP3

wlLe

wDataln

= "SCM Microsystems Inc.

command APDU's into an opened smart card and for receiving of

nwe .
’
we o,
’

(LRI
’

"oo";
"A4T;
"oo";
"oo";
"2,

"3F00";

CHIPDRIVE Serial

o";

wSW =
wDataOut =

nwe .
’

WideString
WideString ",
ss= SCardX Easy->SendCardAPDU (
&wReaderName,

&wCla,

&wlns,

&wP1,

s&wP2,

&WP3,

&wle,

&wDataln,

&WSW,

&wDataOut) ;

if ( ss>"")
{
SW1SW2=wSW;
DataOut=wDataOut;
ShowMessage ("Data sent

}

\nSW1SW2 = " 4+ SW1SW2 + "\nDataOut = " + DataOut):;
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5.2.18 SendCardDATA
Sends an unformatted data buffer into the opened card and returns the unformatted card's answer.
Arguments / parameters
Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name
Basic : As String
Delphi : WideString
SentDataBuffer C++ : BSTR an unformatted send data buffer in a hexadecimal format;
Basic : As String

Delphi : WideString

All arguments are passed by reference.

Returns

The function returns an unformatted buffer of the card response data in a hexadecimal format.

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

Description

Use this function for sending an unformatted data into an opened smart card.

C++ Builder syntax:
WideString wReaderName =

WideString wDataSend

AnsiString sDataReceived

"SCM Microsystems Inc. CHIPDRIVE Serial 0";
"00 A4 00 00 02 3FOO";

(LRI
’

sDataReceived=SCardX FEasy->SendCardDATA (&wReaderName, &wDataSend) ;

if ( sDataReceived>"")
{
ShowMessage ("Received Data : " + sDataReceived);

}

5.2.19 SetPref PCSC_OnCardDetect

Sets up the card detecting defaults for using of the MS Smart Card service.

Arguments / parameters
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Argument Name Data Type Description

AutoOpenReader Ct++ : bool determines whether the card will be opened after
Basic : As Boolean detection
Delphi : WordBool

PreferredProtocol C++ : int determines the preferred protocol which will be used for
Basic : As Long the card opening;
Delphi Integer

PreferredSharingMode C++ : int determines the reader sharing mode which will be used
Basic : As Long for the card opening;
Delphi Integer

CardClosingMode C++' : int determines the card closing mode which will be used by
Basic : As Long the command ReopenReader ;
Delphi Integer

All arguments are passed by reference.

Returns
<none>

Description

Use this command for setting up the card detecting defaults via control's interface.

These preferences’ changes becomes visible on the "States” page after calling of this function

immediately:
| 8
'?;. Prefened Pratacal ALITOAMETECT Al B
................ L) Prefened v Preferred Protocol J autodetect
m
| Card Clogit 1 =
= ML, Miscellaneous = - %
af
| Separaten [ T1 g
W] Ewents logmrg ) RAW =
= [ Devices
¥ (2 AKS ifdh 0 Undefined
+- 23 AKS ifdh 1

Possible values:

PreferredProtocol
xProto_Autodetect
xProto_TO
xProto_T1
xProto_RAW

xProto Undefined
xProto Default

PreferredSharingMode
xSharing ShareReader
xSharing ExclusiveUse

= 500000000
= $00000001
= 500000002
= 500000003
= $00000004
= 500000005

= $00000000

$00000001

xSharing DirectReaderControl = $00000002

CardClosingMode
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xClosing LeaveCard = 500000000
xClosing ResetCard = 500000001
xClosing UnpowerCard = $00000002
xClosing EjectCard = $00000003

C++ Builder syntax:
VARIANT_ BOOL AutoOpen
TxProtocol PreferredProtocol
TxSharingMode PreferredSharingMode

TxCardClosingMode CardClosingMode

SCardX_Easy->SetPref PCSC_OnCardDetect (

5.2.20 TraylconMenuClear

= true;

= xProto Autodetect;

= xSharing ShareReader;
= xClosing ResetCard;

&AutoOpen,
&PreferredProtocol,
&PreferredSharingMode,
&CardClosingMode) ;

Clears the SCardX Easy tray icon's pop-up menu.

Arguments / parameters
<none>

Returns

<none>

C++ Builder syntax:

SCardX_FEasy->TrayIconMenuClear () ;
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5.2.21 TraylconMenuCreate

Creates the new pop-up menu of the SCardX Easy's tray icon.

Arguments / parameters

Argument Name Data Type Description
MenultemsList Ctt : BSTR the string list of the new menu items' templates;
Basic : As String

Delphi : WideString

All arguments are passed by reference.

Returns
<none>

Description
Before calling of this function you need to prepare the menu items' list according to these rules:

e all strings in this list are divided by the line breaks symbols #13#10;

e each new line in the list is the new menu item template;

e each menu item template consists of two parts;

e the menu item ID;

e the menu item caption ;

these two parts of the menu item template are divided by the "=" character;

if the menu item template begins with a "-" character the menus divider will be created;

For example your menu items list may be prepared like this one:

ID 1=My Menu Item 1

ID 2=My Menu Item 2
ID 3=My Menu Item 3

These new menu items becomes visible into the tray icon's pop-up menu immediately after calling
of this function:

My Menu Ikem 1

My Menu Item 2
My Menu Item 3

Ahbouk SCardy Easy ..,

C++ Builder syntax:
WideString ww = "ID 1=My Menu Item 1l\n----\nID 2=My Menu Item 2\nID 3=My Menu Item 3";

SCardX Easy->TrayIconMenuCreate (&ww) ;
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5.2.22 TraylconMenultemSetChecked

Makes the menu item of the tray icon's pop-up menu as checked or unchecked.

Arguments / parameters

Argument Name Data Type Description
ItemID CHt : BSTR the ID string of the menu item which was defined by the
Basic : As String TraylconMenuCreate  function;
Delphi : WideString
IsChecked C++ : bool the checking flag;
Basic : As Boolean
Delphi : WordBool

All arguments are passed by reference.

Returns

The function returns true if the menu

Returning value data type

C++ : bool
Basic : As Boolean
Delphi : WordBool

Description

item was found and the command was successful.

Use this function for marking of the created menu items as checked or unchecked:

My Menu Ikem 1

v My Menu Ikem 2
My Menu Item 3

Abouk SCardy Easy ...

C++ Builder syntax:

WideString ItemID="ID 1";

VARIANT BOOL bb=true;

SCardX FEasy->TrayIconMenultemSetChecked (&ItemID, &bb) ;
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5.2.23 TraylconMenultemSetDefault

Makes the menu item of the tray icon's pop-up menu as default or standart.

Arguments / parameters

Delphi : WideString

Argument Name Data Type Description
ItemID CHt : BSTR the ID string of the menu item which was defined by the
Basic : As String TraylconMenuCreate  function;

IsDefault C++ : bool
Basic : As Boolean
Delphi : WordBool

the default item flag;

All arguments are passed by reference.

Returns

The function returns true if the menu item was found and the command was successful.

Returning value data type

C++ : bool
Basic : As Boolean
Delphi : WordBool

Description

Use this function for marking of the created menu items as

My Menu Ikem 1

My Menu Item 2
My Menu Item 3

Abouk SCardy Easy ..,

C++ Builder syntax:

WideString ItemID="ID_ 1";
VARIANT BOOL bb=true;

SCardX FEasy->TrayIconMenultemSetDefault (&ItemID, &bb) ;

default or standart:

’
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5.2.24 TraylconMenultemSetEnabled

Makes the menu item of the tray icon's pop-up menu as enabled or disabled.

Arguments / parameters

Delphi : WideString

Argument Name Data Type Description
ItemID CHt : BSTR the ID string of the menu item which was defined by the
Basic : As String TraylconMenuCreate  function;

IsEnabled C++ : bool
Basic : As Boolean

Delphi : WordBool

the enabling flag;

All arguments are passed by reference.

Returns

The function returns true if the menu item was found and the command was successful.

Returning value data type

C++ : bool
Basic : As Boolean
Delphi : WordBool

Description

Use this function for marking of the created menu items as

My Menu Ikem 1

My Menu Ikem 3

Abouk SCardy Easy ..,

C++ Builder syntax:

WideString ItemID="ID 1";
VARIANT BOOL bb=false;

SCardX_ FEasy->TrayIconMenultemSetEnabled (&ItemID, &bb)

enabled or disabled:

’
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5.2.25 Version

5.2.26

Returns the SCardX Easy version string.

Arguments / parameters
<none>

Returns

The function returns the full version string like : Version 1.3

Returning value data type

C++ : BSTR
Basic : As String
Delphi : WideString

C++ Builder syntax:

AnsiString Version = SCardX Easy->Version ();

VersionMajor

Returns the major digit of the SCardX Easy ActiveX control version.

Arguments / parameters
<none>

Returns

The function returns the integer value of the major digit of the control's version.

Returning value data type

C++ : int
Basic : As Long
Delphi : Integer

C++ Builder syntax:

int VersionMajor = SCardX Easy->VersionMajor();
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5.2.27 VersionMinor

Returns the minor digit of the SCardX Easy ActiveX control version.

Arguments / parameters
<none>

Returns

The function returns The integer value of the minor digit of the control's version.

Returning value data type

C++ : int
Basic : As Long
Delphi : Integer

C++ Builder syntax:

function VersionMinor: Integer;

83
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53 Events

User interface events

OnHistoryEvent
OnReaderSelected

OnTraylconDblClick
OnTraylconMenultem

Smart card work events

OnCardDetected
OnCardInvalid
OnCardReady
OnCardWait
OnConnected
OnDataSent
OnDisconnected
OnReadersList
OnReaderStateChanged

Other events

ONnERROR
OnLock
OnUnlock
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5.3.1 OnCardDetected

Occurs when the card was detected in the reader.

Arguments / parameters

85

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyCardDetected (
TObject *Sender,
BSTR *ReaderName)

nere

5.3.2 OnCardinvalid

Occurs when the card was detected in the reader but the reader was not able to open it.

Arguments / parameters

Argument Name Data Type Description
ReaderName C++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyCardInvalid (
TObject *Sender,
BSTR *ReaderName)

nere

5.3.3 OnCardReady

Occurs when the card was detected and successfully opened in the reader.

Arguments / parameters
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Argument Name Data Type Description

ReaderName Ct++ : BSTR smart card reader name;
Basic : As String
Delphi : WideString

ATR C++ : BSTR the ATR string of an opened card;
Basic : As String

Delphi : WideString

ProtocolValue

C++ : int
Basic : As Long
Delphi : Integer

the real active protocol code of an opened card;

Protocol

C++ : BSTR
Basic : As String
Delphi : WideString

the real active protocol name of an opened card;

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyCardReady (

TObject *Sender,
BSTR *ReaderName,
BSTR *ATR,

long *ProtocolValue,
BSTR *Protocol)
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5.3.4 OnCardWait

Occurs when the card was removed from the reader.

Arguments / parameters
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Delphi : WideString

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name;
Basic : As String

All arguments are passed by reference.

C++ Builder syntax:

void  fastcall TMainForm::SCardX EasyCardWait (
TObject *Sender,
BSTR *ReaderName)
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5.3.5 OnConnected

Occurs when the smart card service

Arguments / parameters

was successfully connected by SCardX Easy.

Argument Name Data Type Description
Service Ct++ : int the connected service code;
Basic : As Long

Delphi : Integer

All arguments are passed by reference.

Possible values:

srv_MS PCSC_SCard Service

C++ Builder syntax:

= $00000001

void _ fastcall TMainForm::SCardX EasyConnected (

— =

TObject *Sender,
long *Service)
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5.3.6  OnDataSent

Occurs when the data was successfully sent into the opened smart card.

Arguments / parameters

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name
Basic : As String

Delphi : WideString

SentDataBuffer C++ : BSTR an unformatted sent data buffer in a hexadecimal format;
Basic : As String
Delphi : WideString

ReceivedDataBuffer C++ : BSTR an unformatted received data buffer in a hexadecimal
Basic : As String format;
Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyDataSent (
TObject *Sender,
BSTR *ReaderName,
BSTR *SentDataBuffer,
BSTR *ReceivedDataBuffer)

5.3.7 OnDisconnected

Occurs when the smart card service was disconnected.

Arguments / parameters
<none>

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyDisconnected ( TObject *Sender)

{
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5.3.8 OnNERROR

Occurs when the error was detected.

Arguments / parameters

Delphi : WideString

Argument Name Data Type Description
ErrorSource Ct++ : BSTR the source where an error was detected by SCardX Easy;
Basic : As String

ErrorCode Ct+ : int
Basic : As Long
Delphi : Integer

the integer error code value;

ErrorString C++ : BSTR
Basic : As String

Delphi : WideString

the decoded error string;

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyERROR (
TObject *Sender,
BSTR *ErrorSource,
long *ErrorCode,
BSTR *ErrorString)

5.3.9 OnHistoryEvent

Occurs when the new event was added into the events grid of the "Events History" page.

Arguments / parameters
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5.3.10
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Argument Name Data Type Description

EventlD Ct++ int the number of the event line;
Basic : As Long
Delphi : Integer

EventSource Ctt ¢ BSTR the source of the event;
Basic : As String
Delphi : WideString

EventBody C++ : BSTR the event body message;
Basic : As String
Delphi : WideString

EventValue CH++ ¢ BSTR the additional event info;
Basic : As String
Delphi : WideString

EventTime C++ : BSTR the event time;
Basic : As String
Delphi : WideString

All arguments are passed by reference.

Description

All parameters of this event are equal to the columns values of the events grid of the "Events

History" page.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyHistoryEvent (

OnlLock

Occurs when the communication

service is active.

TObject *Sender,
*EventID,
*EventSource,
*EventBody,
*EventValue,
*EventTime)

long
BSTR
BSTR
BSTR
BSTR

Arguments / parameters

data exchange between the SCardX Easy and smart card
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Argument Name Data Type Description
Message Ct++ : BSTR the string message about the current active operation;
Basic : As String

Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyLock (
TObject *Sender,
BSTR *Message)

5.3.11 OnReaderSelected

Occurs when the user has selected the reader on the "States" page by mouse clicking on its item.

Arguments / parameters

Argument Name Data Type Description
ReaderName Ct++ ¢ BSTR smart card reader name;
Basic : As String

Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyReaderSelected (
TObject *Sender,
BSTR *ReaderName)

code here

5.3.12 OnReadersList

Occurs when the SCardX Easy receives the readers list from the smart card service.

Arguments / parameters
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Argument Name Data Type Description
ReadersList CHt+ : BSTR the list of the readers names which are divided by the line
Basic : As String breaks symbols #13#10;

Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyReadersList (
TObject *Sender,
BSTR *ReadersList)

o
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5.3.13 OnReaderStateChanged

Occurs when the reader state was changed.

Arguments / parameters

Argument Name Data Type Description
ReaderName Ct++ : BSTR smart card reader name
Basic : As String
Delphi : WideString
ReaderState CH+ : BSTR the new reader state integer code;
Basic : As String
Delphi : WideString
ReaderStateHex C++ : int the new reader state hex code;
Basic : As Long
Delphi Integer
ReaderStateLookup C++, : BSTR i the decoded new reader state string list; the strings are
Basic : As String divided by the line breaks symbols #13#10
Delphi : WideString

All arguments are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyReaderStateChanged (
TObject *Sender,
*ReaderName,
*ReaderState,
*ReaderStateHex,
*ReaderStateLookup)

BSTR
long
BSTR
BSTR

nere
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5.3.14 OnTraylconDbIClick

Occurs when the user double clicks on the tray icon of the SCardX Easy.

Arguments / parameters
<none>

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyTrayIconDblClick ( TObject *Sender)
{

nere

95
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5.3.15 OnTraylconMenultem

Occurs when the user clicks on the menu item of the tray icon's pop-up menu.

Arguments / parameters

Argument Name Data Type Description

ItemID Ct++ : BSTR the menu item ID string;
Basic : As String
Delphi : WideString

IsChecked Ct++ : bool the item checked flag;
Basic : As Boolean
Delphi : WordBool

IsEnabled Ct++ : bool the item enabled flag;
Basic : As Boolean
Delphi : WordBool

IsDefault Ct++ : bool the item default flag;
Basic : As Boolean
Delphi : WordBool

Caption C++ : BSTR the item caption;
Basic : As String
Delphi : WideString

All arguments

are passed by reference.

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyTrayIconMenultem (

TObject *Sender,

BSTR *ItemID,

VARIANT BOOL *IsChecked,
VARIANT BOOL *IsEnabled,
VARIANT_ BOOL *IsDefault,
BSTR *Caption)

nere
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5.3.16 OnUnlock

Occurs when the communication data exchange between the SCardX Easy and smart card
service was done and the control becomes ready for a new command.

Arguments / parameters
<none>

C++ Builder syntax:

void _ fastcall TMainForm::SCardX EasyUnlock ( TObject *Sender)
{

97
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6 Reqistration

6.1 Unregistered version limitations

Unregistered version of a SCardX Easy ActiveX control works as a demo version only.
These are the unregistered version limitations:

1. your program can send only from 7 up to 10 commands to a smart card per each SCardX Easy
start;
2. the SCardX Easy shows unregistered version's reminders in the following areas:
e in the License info item of the "States" page;
¢ in the hint of the tray icon;
¢ in the balloon of the tray icon;
3. you can't to hide the tray icon;
4. you may not contact the SCardX Easy support service;

6.2 Licensing

6.2.1 End-User Licenses

If you don't plan to re-distribute SCardX Easy ActiveX control in this case you may purchase one of
our End-User Licenses:

1. End-User Personal License - personal usage by a single user;
2. End-User Site License - unlimited usage at a single company;

Licences Prices
Purchase the Personal License
Purchase the Site License

End-User Personal License

Unlimited personal usage by a single user.

You may create your own applications using SCardX Easy ActiveX control and to use its by
yourself unlimited:

¢ license owner may create and unlimited use his own applications which are based on the SCardX Easy
ActiveX control for his own personal tasks only;
e any re-distributions are not allowed;

Registered Users Rights
After purchasing of the End-User Personal License you will be able:

e to unblock your copy of the SCardX Easy ActiveX control by your own Registration Certificate;

e to upgrade the new versions of the SCardX Easy ActiveX control for only 50% of the base price of the
Personal License;

e to contact our support service for any questions about the SCardX Easy ActiveX control functionality
or about the smart cards basics;
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End-User Site License

Unlimited usage at the single company

By purchasing of this license you grants the SCardX Easy ActiveX control and all smart cards
applications which are based on this ActiveX to all your developers and to all your company's
staff at once.

For example SCardX Easy ActiveX control may be used by your corporate intranet smart cards
oriented web site or by others your corporate smart cards applications:

e anybody may use the applications which are based on the SCardX Easy ActiveX control at the any of
computers of a company which is an owner of this license;
e any re-distributions are not allowed;

Registered Users Rights
After purchasing of the End-User Site License you will be able:

e to unblock your copy of the SCardX Easy ActiveX control by your own Registration Certificate;

e to upgrade the new versions of the SCardX Easy ActiveX control for only 50% of the base price of the
Site License;

e to request the custom setup packs of the SCardX Easy ActiveX control like the web installation for
free;

e to request the custom builds of the SCardX Easy ActiveX control according to your tasks; it may cost
more depending on the requested functionality;

e to contact our support service for any questions about the SCardX Easy ActiveX control functionality
or about the smart cards basics;

Developers Licenses

You may unlimited re-distribute SCardX Easy ActiveX control as a part of your own software
solutions. In this case you may purchase one of our Developer's Licenses:

1. Base Developer's License - unlimited re-distribution without source codes;
2. Developer's License SC - unlimited re-distribution with source codes included;
3. Developer's License FULL - unlimited re-distribution without copyright limitations;

Licences Prices

Base Developers License
Unlimited re-distribution without source codes

Any developer(s) may create applications using SCardX Easy ActiveX control and the licence
owner may sale these applications unlimited without any additional payments to SCardSOFT:

e license owner may create, unlimited use and unlimited distribute the applications which are based
on the SCardX Easy ActiveX control;
¢ re-distribution of SCardX Easy ActiveX control allowed as a part of license owner's software without

any additional payments to SCardSOFT;
¢ all rights on the SCardX Easy ActiveX control are reserved by its author;

Developers License SC

Unlimited re-distribution with source codes included
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6.2.3

Any developer(s) may create applications using SCardX Easy ActiveX control and the licence
owner may sale these applications unlimited without any additional payments to SCardSOFT:

e license owner may create, unlimited use and unlimited distribute the applications which are based

on the SCardX Easy ActiveX control;
¢ re-distribution of SCardX Easy ActiveX control allowed as a part of license owner's software without

any additional payments to SCardSOFT;
¢ all rights on the SCardX Easy ActiveX control are reserved by its author;

o full source codes of SCardX Easy ActiveX control are included;

e the copyright information of the SCardX Easy ActiveX control must be always included in the license
of the software which uses the SCardX Easy ActiveX control;

Developer License FULL

Unlimited re-distribution without copyright limitations

Any developer(s) may create applications using SCardX Easy ActiveX control and the licence
owner may sale these applications unlimited without any additional payments to SCardSOFT:

e license owner may create, unlimited use and unlimited distribute the applications which are based on
the SCardX Easy ActiveX control;

e re-distribution of SCardX Easy ActiveX control allowed as a part of license owner's software without
any additional payments to SCardSOFT;

e all rights on the SCardX Easy ActiveX control are reserved by its author;

e full source codes of SCardX Easy ActiveX control are included except of our shareware security

subsystem;
e no copyright limitations are present; the control may be re-distributed without our copyright

information visible;

Custom versions

What software you can order?

Additionally to our base solutions you can order the following custom software according to your
specific tasks:

e custom versions of the SCardX Easy ActiveX control control;

e custom versions of the Smart Card ToolSet program;

e new smart card ActiveX controls;

e new smart card software;

How much does it cost?

The minimal fee for custom software order is a cost of the Site License. The real cost of your order
will be calculated according to the requested functionality.

Please be ready to support us additionally, in the case if it will be necessary, by the following:
e a device(s) which will be used by an ordered software;
e smart cards which will be used by an ordered software;
e a device(s) and cards specification(s);

Terms

Our terms of a software creating are from two weeks up to some month depend on the requested
functionality.
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6.3
6.3.1

6.3.2

6.3.3

How to order?

Please read in details how to order a custom software versions on our web site

Registration steps

Step 1 : License Query

Run the program "SCardX Easy Control Center " from the start menu and make the following:

e open the "Registration" page;

e select "Step 1 : | want now to create the License Query for receiving the Registration
Certificate" and press on the "Go to Step 1: Create the License Query" button;

o fill up all information fields inside the "License Query Maker" window depending to the type of the
License which you need and press on the "Make Query" button;

e Open the "License Query" page; there is the License Query's body text there;

e copy the License Query's text into a new e-mail letter and send it to SCardSOFT via e-mail:
sales@scardsoft.com ;

We will send you your own Registration Certificate after receiving of your money and after receiving
of your License Query during a one working day.

Step 2 : Purchasing the License

You can purchase the License on-line by your credit card.

Your payment will be processed by the Share-It! (Germany) internet payments' service on the
highest security level via a secure SSL connection.

Licences Prices
Purchase the License just now

Additionally we accepts the WebMoney and other transfers.

Read more how to purchase the License

We will send you your own Registration Certificate after receiving of your money and after receiving
of your License Query during a one working day.

Step 3 : Certificate registration

Copy the text of the Registration Certificate from the received our letter into a memory by "Copy
command.

Run the program "SCardX Easy Control Center " from the start menu and make the following:

e open the "Registration” page;

e select "Step 3 : I already have my own Certificate and now | want to register the SCardX
control™ and press on the "Go to Step 3 : Register the SCardX Easy control" button;

e paste the copied text of the received Registration Certificate into an opened "Certificate
Registration Form" using the "Paste" button;

e register the program by pressing on the "Register SCardX Easy" button.
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