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1. Standards
1.1 Introduction
The smart card industry was quick to recognise that standardisation would play a major role in the development and acceptability of smart cards. The idea was to achieve wider consumer choice and lower pricing through compatibility and interoperability amongst competing suppliers. Manufacturers made use of many standards already established for older card technologies in sectors such as Banking, Identification and Telephony.

All standards are worked on by groups of interested individuals who are technical experts in their field. Many standards therefore reflect the opinions of such people or the organisations they represent. This is natural since only those who have encountered and overcome technical difficulties are in a position to suggest solutions. 

Their activity has led to a number of key standards which are the benchmarks of the industry. Section one of this document is designed to provide an overview of these standards and their relevance within the smart card industry.
1.2 International Standards Organisation (ISO)
World wide standards are driven by a single organisation called the International Standards Organisation (ISO) based in Geneva. Members of ISO are national standardisation bodies (e.g. ANSI, BSI and DIN). The International Electrotechnical Commission (IEC) is also interested in standards in the field of electronics. In many cases their standards have been combined and are often referenced as ISO/IEC standards. ISO/IEC have a Joint Technical Committee (JTC1) which looks after computer related standards. Within JTC1 there is a sub-committee (SC17) which looks after Identification Cards. SC17 has six working groups (WG) below it. WG4 is involved in the standards for Contact Integrated Circuit (IC) cards whilst WG8 is working on contactless IC card standards.

ISO works through a formal structure of committees, subcommittees and working groups, using a formal procedure of drafting review and voting to develop its standards. This structure does not always result in the timely production of standards, or production of sufficiently specific standards. However, ISO does have a fast track procedure, which allows standards that have been fully developed by other bodies (such as CEN - see below), to be adopted unamended as ISO standards. 

The various stages of ISO/IEC standards are as follows:
· WD Working Draft

· CD Committee Draft

· DIS Draft International Standard

· IS International Standard
1.3 Contact Card Standards
Plastic cards with magnetic stripe have been with us for many years and they have played a heavy influence on the size and shape of IC cards. At the time of their conception, the dominance of magnetic stripe cards was so absolute that it was felt that all IC cards would have to carry a magnetic stripe also. Physical standards of such cards were embodied in ISO 7810 and ISO 7811 standards. They have been adopted within ISO/IEC 7816 which remains the most relevant standards appropriate to contact IC cards. 

All cards and reader/writers obey the standard. Memory only IC cards only obey the physical attributes of the standard whilst totally ignoring the interface specifications. Thus memory only IC cards use one of a number of synchronous communication protocols.

ISO/IEC 7816 is in six parts as follows:

· IS 7816-1 IC Cards with contacts, physical dimensions 

 

This is based on ISO 7810 and sets out the physical characteristics of the IC card. Due to the introduction of electronics, additional characteristics are defined within ISO 7816-1 relating to ultra violet light, X rays, surface profile contacts, mechanical strength, electromagnetic characteristics and static electricity. It includes items such as electromagnetic interference between magnetic stripe and the integrated circuit (for cards which have both).

· IS 7816-2 Electrical contact locations and layout 

This sets out the dimensions and location of the contacts. This part has been under review recently to reduce some of its options, especially in the area of embossing which has been shown to be detrimental to embedded silicon.

· IS 7816-3 Electrical specifications and communication protocols 

This sets out the electronic signals and transmission protocols of an IC card. In particular this section describes the T=0 asynchronous half-duplex protocol. There are two amendments to this part which deals with T=1 block transmission protocol and protocol type selection respectively.

· IS 7816-4 Inter-industry commands for interchange 

This sets out the file structures, secure messaging and logical channels.

· IS 7816-5 Application identification 

This sets out the numbering system and the registration procedures for application identifiers. A register of smart card issuers is kept by KTAS in Denmark and used for application selection through the use of unique issuer/application identifier combinations.

· IS 7816-6 Inter-industry data elements 

This sets out the industry data elements such as card holders name, expiry date etc.

· 7816-7 and 7816-8 

These are at a very early stage. A working group is currently looking at enhanced commands and security functions. It is too early to say whether this will eventually lead to part 7 or 8 of ISO 7816.

1.4 Contactless card standards
Contactless cards are recognised by ISO (SC17-WG8) as identification cards and have physical characteristics in accordance with ISO 7810 and ISO 7813 with the exception of card thickness since contactless cards have in the past been a little thicker than contact cards. There are three types of Contactless Integrated Circuit (IC) cards recognised by ISO and its associated committees. Each type is worked on by a Task Force (TF).

Task Force 1 (TF1) deals with the first type called ‘Close Proximity Cards’ since they require the card to be close (if not in contact) with the reader/writer in order to operate successfully. These cards are principally used in the transport sector where both read and write operations are required. Standards for these are as follows:

· IS 10536-1 Physical characteristics 

 

This sets the physical characteristics including surface profile, test methods to prove mechanical strength, electromagnetic capability and operating temperature.

· IS 10536-2 Dimensions and location of coupling areas 

This sets out several possibilities for the dimensions and location of the coupling elements which allow power and data transmission between the reader/writer and the IC card.

· DIS 10536-3 Electronic Signal and mode switching 

This is a draft international standard that covers areas such as electrical signals and the reset procedures within the card.

· CD 10536-4 

This is in committee draft and is set to cover protocols especially the implementation of full-duplex communication. This is significantly different to the half-duplex protocols used within contact cards.

Task Force 2 (TF2) deals with the second type of Contactless cards called 'Remote Coupled' contactless cards. These have a number of new and interesting properties such as collision detection/handling when there is more than one card in the reader/writer footprint. Standards for these are as follows:

· CD 14443-1 

This is a committee draft to set the physical characteristics such as those specified in IS 10536-1.

· 14443-2 

This is under development and is likely to outline the radio frequency interface.

· 14443-3 

This is under development and is likely to outline the transmission protocols.

· 14443-4 

This is under development and is likely to outline the transmission security features.

Task Force 3 (TF3) has been asked to look at long distance contactless cards. Their work is at a very early stage.

There are unlikely to be any further stages beyond part 4 in any of these contactless standards since ISO 7816 Parts 4-6 standards become applicable to contactless cards beyond this stage.

1.5 Card testing 

· ISO 10373 

 

This standard deals with the test methods employed to test all IC cards. Bending tests are applied along both horizontal and vertical axis. Cards are also twisted to see if there is resultant damage to the silicon. Temperature and humidity testing is also performed.

1.6 Message exchange protocols
There are two relevant standards. 

· ISO 8583 Financial transaction card originated messages - interchange message specification. 

· ISO 9992 Financial transaction cards - messages between the integrated circuit card and the card accepting device. 

1.7 Security Related Standards
There are six relevant standards.

· ISO 9564 Banking - PIN management and security. 

· ISO 9796 IT security techniques - digital signatures. 

· ISO 9797 IT security techniques - data integrity mechanism using a cryptographic check function employing a block cipher algorithm. 

· ISO 9798 IT security techniques - entity authentication. 

· ISO 10202 Financial transaction cards - security architecture using IC Cards. 

· ISO 11568 Banking - key management (retail). 

1.8 CEN
The members of the European Committee for Standardisation (C o m i t é E u r o p é e n d e N o r m a l i s a t i o n ) - (CEN) are eighteen European national standardisation bodies. The UK is represented by British Standards Institute (BSI). National standards bodies of Austria, Belgium, Denmark, Finland, France, Germany, Greece, Iceland, Ireland, Italy, Luxembourg, Netherlands, Norway, Portugal, Spain, Sweden and Switzerland are also CEN members.

All card related standardisation work within CEN is being handled through Technical Committee number 224. TC224 which is called machine readable cards currently has eight active, (some more than others), working groups within it:

· WG1 Physical characteristics 

· WG5 Acceptor to acquirer payment messages 

· WG6 Man machine interface 

· WG8 Thin flexible cards 

· WG9 Telecommunications applications 

· WG10 Inter-sector electronic purse 

· WG11 Transport applications 

· WG12 Health applications 

CEN publishes standards with the prefix EN. CEN standards marked with the prefix ENV denote pre-standards. All national body members are required to publish EN standards from CEN as their own and to promote such standards at ISO. Two useful CEN standards are prEN 726 and prEN 1546:

· CEN prEN 726-1: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 1: System Overview

· CEN prEN 726-2: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 2: Security Framework

· CEN prEN 726-3: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 3: Application-Independent Card Requirements

· CEN prEN 726-4: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 4: Application-Independent Card-Related Terminal Requirements

· CEN prEN 726-5: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 5: Payment Methods

· CEN prEN 726-6: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 6: Telecommunication Features

· CEN prEN 726-7: Identification Card Systems - Telecommunications Integrated Circuits Cards and Terminals - Part 7: Security Module

· CEN prEN 1546-1: Identification Card Systems - Inter-sector Electronic Purse - Part 1: Definitions, Concepts and Structures

· CEN prEN 1546-2: Identification Card Systems - Inter-sector Electronic Purse - Part 2: Security Architecture

· CEN prEN 1546-3: Identification Card Systems - Inter-sector Electronic Purse - Part 3: Data elements and interchanges

· CEN prEN 1546-4: Identification Card Systems - Inter-sector Electronic Purse - Part 4: Devices

1.9 ETSI
The European Telecommunications Standardisation Institute also operate within Europe and relevant standards from them include:
· ETSI/GSM Global System for Mobile telephones

· ETSI/TE9 Multi-application IC cards

Although the GSM standard has been highly successful. The TE9 standard has been adopted by IBM in their Multi Function card (MFC) but has yet to make its mark anywhere else.
1.10 EMV
In December 1993, Europay International, Mastercard International and Visa International formed a joint working group, known as EMV, to develop a common set of technical specifications for the use of IC Cards by the payment industry, based on the available ISO standards, in particular ISO 7816. The purpose of the specifications was to develop the payments industry with a foundation upon which card-based applications could be developed. They were intended to define the minimum functionality necessary to support international interoperability between IC cards, terminals and related devices. They also sought to establish a high minimum level of security for IC cards and terminals, to deter counterfeiting and other types of fraud, although individual products could provide additional levels of security.

Between June and October 1994, EMV published the first draft of a three-part technical specification, "Integrated circuit card specifications for payment systems". The first part of the specification defined the physical and electrical characteristics of IC cards and terminals, as well as hardware interface that allows cards and terminals to communicate with each other. The second part defined a common set of data elements and commands sent between the IC cards and the terminal. The third part defined the flow of transactions between IC cards and terminal, the procedures to be followed by the terminal in processing a transaction, and the process of selecting a card application. (This part only defined a set of common core functions that all conforming IC cards should perform in all conforming terminals. Functions unique to an application, and those not performed in interchange, were not defined; neither were clearing, settlements, or any transaction where the card was not present.)

In July 1995, EMV published an updated version of the IC card specification, together with a second specification, "Integrated circuit card terminal specification for payment systems". This document defined the technical specifications of all types of terminal, including automated teller machines, point-of-sale terminals and personal computers. It also defined terminal security and the messages between the terminal and its host system.

EMV published on 11th July 1996 updated versions of the IC card and terminal specifications together with a new "Integrated circuit card application specification for payment system". New material for these documents include specifications for: public key security; secure messaging (ISO and proprietary options); dynamic data authentication and terminal software architecture (both the application program interface and open terminal architecture approaches). These documents do not include the expected specification for an international stored value card or electronic purse. EMV is also understood to be working on other aspects of IC card implementation, such as; card production security; card personalisation process; product and vendor approval for cards, terminal and related items, common card production masks and operating systems; and patents.

Compliance with the EMV specifications is indicated as a goal by most, but not all, the card based schemes. It is possible that the EMV specifications will be offered to ISO for adoption as an international standard, through the "fast track" process if a national standardisation body could be found to sponsor them.

The relevant specifications are as follows:

· Integrated Circuit Card Specifications for Payment Systems - Part 1. Electromechanical Characteristics, Logical Interface, and Transmission Protocols. EMV 1996. 

· Integrated Circuit Card Specifications for Payment Systems - Part 2. Data Elements and Commands. EMV 1996. 

· Integrated Circuit Card Specifications for Payment Systems - Part 3. Transaction Processing. EMV 1996. 

· Integrated Circuit Card Terminal Specification for Payment Systems. EMV 1996. 

1.11 Internet Payment Standards
In the second half of 1995 two separate draft specifications for making secure payments over insecure networks such the Internet were published; the Secure Transaction Technology (STT) sponsored by Visa International and Microsoft and the Secure Electronic Payment Protocol (SEPP) sponsored by Mastercard International. However, in early 1996 Visa International and Mastercard International published for comment a joint draft specification called Secure Electronic Transaction (SET). SET is aimed at transactions made using existing payment products, such as credit and debit cards, rather than electronic money products. The specification identifies five parties to any transaction; the card holder, issuer, merchant, acquirer and payment gateway. The card holder initiates authentication information on the PC.

SET specifies the use of message encryption, digital signatures and cryptographic certificates to provide confidentiality of information, integrity of payment data and authentication of cardholders and merchants. SET specifies RSA based cryptography using 768, 1024 or 2048 bit keys and a hierarchy of certification authorities.

1.12 Operating Systems
As already described, parts 4, 5 and 6 of ISO 7816 define the content of the communication between a card acceptor device and a micro-processor card. Filing system and data structures are also defined. Alas, part 4 was six years in the making. Unable to wait, the major IC card manufacturers produced what they considered the definitive set of functions and calls by which card data may be accessed. Such functions reside on the chip and are collectively (rather grandly) called the operating system. 

Early IC card manufacturers such as Gemplus, OKI, Schlumberger, Siemens and Sligos have each promoted their own, proprietary, operating system. In the world of IC cards, there is no monopolistic supplier of operating systems such as Microsoft for PCs. However, Gemplus with their MCOS and MPCOS operating system have just under half the market.

All current suppliers are changing their operating systems to provide versions of their product as ISO 7816 compliant since major customers are demanding compliance as a prerequisite to purchase. Standardisation will eventually make multiple sourcing a realistic possibility.
1.13 Java
Developed by Sun Microsystems Inc. Java is now being marketed as the next great wave in computing. Java is a object-oriented programming language loosely based on C++ and designed primarily for dynamic and changeable hardware. The birth of the World Wide web in 1994 gave Sun the opportunity to introduce its ‘Hot-Java’ browser onto the Internet to run applications written in Java (Java applets). With support from Netscape, tens of thousands of computers were soon Java compatible and a de-facto standard was born.

Programs written in Java source code are compiled into Java byte-code, (a pseudo code somewhere between source code and machine code), which is processor neutral. Java byte code runs on a virtual machine which translates it into native instructions. Thus any computer with a Java virtual machine implementation can execute a Java applet. This independence from processors and their operating system makes Java an ideal candidate as the development language for application which run on smart cards.

There are problems to overcome. Firstly Java is slow, with execution speeds often less that 1% of native instructions. Space is another problem, with current implementations of Java virtual machines many times the size available to smart cards. Work is now underway to develop a reduced Java for smart cards. Significantly, Schlumberger and Gemplus, who between them produce approximately 75% of the world’s smart cards, announced in late 1996 that they are working together on a ‘Java-card’ standard. Such cards will be commercially available from 1998 onwards and are likely to form their own set of de-facto standards.
1.14 PC standards
The PC/SC Workgroup, is a joint effort of CP8 (Groupe Bull), Hewlett-Packard, Microsoft, Schlumberger, and Siemens Nixdorf. It was initiated to develop a draft specification that can facilitate the interoperability necessary to allow Integrated Circuit Card (ICC) technology to be effectively utilised in the PC environment. In addition to development of the draft specification, the PC/SC Workgroup members are committed to implementation of both hardware devices and PC system components necessary to validate the design efforts. 

The PC/SC Workgroup retains ownership of their draft specification until such time as it can be submitted and accepted by a formal standards body. The Workgroup have stated that they will work with other interested parties to make this happen as quickly as possible. This specification is available on a royalty-free basis to any party wishing to implement a compliant product. 

The draft specification as a whole seeks to achieve the following objectives:

· Maintain consistency with existing ICC-related and PC-related standards while expanding upon them where necessary and practical. 

· Enable interoperability among components running on various platforms (platform neutral). 

· Enable applications to take advantage of products and components from multiple manufacturers (vendor neutral). 

· Enable the use of advances in technology without rewriting application-level software (application neutral). 

· Facilitate the development of standards for application-level interfaces to ICC services in order to enhance the fielding of a broad range of ICC-based applications in the PC environment. 

· Support an environment that encourages the widest possible use of ICCs as an adjunct to the PC environment. 

The Interoperability Specification for ICCs and Personal Computer Systems is composed of eight parts. These are intended to apply only to devices and software intended to operate as a part of an overall system that includes a personal computer. 

· Part 1. Introduction and Architecture Overview 

· Part 2. Interface Requirements for Compatible IC Cards and Interface Devices 

· Part 3. Requirements for PC-Connected Interface Devices 

· Part 4. IFD Design Considerations and Reference Design Information 

· Part 5. ICC Resource Manager Definition 

· Part 6. ICC Service Provider Interface Definition 

· Part 7. Application Domain/Developer Design Considerations 

· Part 8. Recommendation for Implementation of Security and Privacy ICC Devices 

 



2. Electronic purse
2.1 Introduction
Ever since the introduction of money some 5000 years ago, successive generations have tried to improve on it. However, due to a distinct lack of technology, the pace of development has been very slow with only occasional highlights such as metal coins, printed money and plastic based payment instruments. This rather sedate rate of change is however at an end. We have entered a period where technology is no longer a limiting factor and change is only limited by the imagination of the designers and the flair of the marketing department.

This is alas a unhealthy state to be in since it has meant that new systems have mushroomed with little regard to one another. The central requirement of customer need have been evaluated by all the scheme operators, yet the designs are all different enough to be incompatible. This section briefly explains the operation of electronic purses and goes on to expand on some of the more significant schemes. The section will however concentrate on the relative merits of these schemes.

2.2 Electronic Purse Operation
An electronic purse is normally implemented as a pre-paid IC card containing value which the cardholder can spend in return for goods and services from retailers. After accepting stored value from cards, retailers are periodically reimbursed with actual money from the Purse Provider. The purse provider has already obtained actual money in advance from the cardholders and stored the corresponding value on their cards. 

Telephone cards used throughout Europe (including the UK from 1996 onwards) are probably the best known pre-paid IC cards (we are not considering here the optical or magnetic based phone cards which have been used in the past). National pre-paid systems - combining public transport, public telephones, merchants, and vending - have already been announced in a number of countries, and road tolling schemes at full highway speeds are not far behind. Before comparing the proposed systems, let us briefly consider the types of cards available and how they might be used within an electronic purse system.
2.3 Memory Cards
The silicon in these cards consists of memory with some security logic preventing access unless a PIN or password is presented. Most telephone cards are of this type.
2.4 Microprocessor Cards
Using on-board masked-in software, these cards are able to run symmetric (shared keys between sender and receiver) cryptographic algorithms such as DES and thus authenticate its communication with any device sharing the same keys.
2.5 Dual Processor Cards
These cards also contain a microprocessor on their silicon, but additionally include a dedicated co-processor capable of implementing asymmetric (public key) algorithms and thus generate digital signatures.

Security and cost must be the fundamental criteria for considering the relative merits of different prepaid card types, but the choice must be appropriate to the application. Security suitable for an in-house company card scheme, for example, may be wholly inappropriate for a national or international scheme where service providers may require protection from each other and cardholders require protection of personal privacy. Card costs should never be taken in isolation since the overall cost of the system may well be reduced by the choice of a more expensive (higher functionality) card.
2.6 Closed or Open Security 
Memory cards today are only suitable for closed systems where the purse provider is also the service provider or where there is a very low fraud incentive. The reason is that defrauding such systems is relatively easy. By interposing itself between an actual card and a point of payment, a small computer may record the secrets communicated during an initial transaction and can then, as often as required, be used to play the role of a card having the initial balance. Such attacks are however becoming more difficult through the introduction of newer random number based challenge-response mechanisms

Purse systems based on symmetric algorithms require a tamper-resistant security module within each off-line point of payment such as a vending machine. This module uses the key it shares with the card to authenticate messages during the purchase transaction. This lets the card convince the module that it is genuine and has indeed reduced its stored value by the correct amount. The card convinces the module by using the shared key to encrypt the amount along with a random challenge issued by the module. The module then decrypts the transmission and compares the result with the expected amount and challenge.

Periodically, the module transmits a similarly authenticated message via a communication channel (normally a telephone modem), to the security module within the purse provider. This process of reconciliation is sometimes performed manually transferring the data held within the retailer security module to the purse provider by physically transporting the module or off-loading the information onto a special collection module. In all cases the purse provider, once satisfied as to the authenticity of the information, reimburses the retailer.

The security module within a shared key system thus needs to store, or at least recreate, the secret keys of all cards. This becomes a problem when retailers wish to accept cards from a number of different purse providers since each retailer must now carry security modules containing keys of each purse provider. This means either a mutually-trusted module containing the keys of several purse providers, which might be hard to achieve, or a separate module for each purse provider. This latter option clearly becomes impractical as the number of purse providers grow. Furthermore, in a shared key system, if the module is penetrated, not only is there the possibility of significant fraud but the entire card base may be compromised.

Public key schemes avoid such problems since they do not require security modules. Point of sale terminals no longer require secret keys, only public ones, in order to authenticate digital signatures received from cards. These may then be verified later by the purse provider prior to reimbursement. Although tamper resistant modules are not required for authentication, they may be used to aggregate transactions into collective totals since the individual transaction records are then discarded. The retailers no longer need protection from one another, and cannot cheat the purse provider. Since public key schemes allow cards of any number of purse providers to be accepted at all retailers, they are the only truly open system. 
2.7 Privacy
In all non-public key schemes, the card uniquely identifies itself in the transaction. This means that even though the card does not reveal the cardholder's identity, all transactions may be linked together by the card identity. Consequently, if any payment or load operation performed by a card results in the identification of its holder, all transactions can be traced back to that cardholder. 

The reason for the identification of shared key cards is to do with key management. In such systems, the security is considered to be too low if all the cards have the same master key. Instead cards are given unique keys which are recreated by the security module through a secret algorithm using the card identity and the master key as parameters.

Most schemes of this type that have been announced to date claim to be anonymous. That is individual transactions are aggregated to form collective details where individual card identities are discarded. All such schemes do however have a fallback position where all transactional data may be collected and sent back to the purse provider. The sheer volume of such data makes this mode of operation uneconomic for standard operation.

Public key schemes can avoid card identification since, instead of using a single key per card, cards may use a different signature for each payment. Indeed it is possible to organise mechanisms where not even the service provider is able to trace payments back to cards. The desirability of such systems do however need to be questioned. Faith in the robustness of a security mechanism may not endure for the lifetime of the scheme and there is always the problem of administration where lost or stolen cards must be denied access to the system. 

 



 

3. Electronic Purse Schemes World-Wide
Although there are numerous smart electronic purse schemes in the pipeline, only a handful have actually started a roll-out on any scale. Mondex, VisaCash, and Proton are spreading well, and a number of important pilots - such as in Portugal, Spain, New South Wales, UK, and the Netherlands - have started roll-out or will do so in 1997. Many schemes are based on pre-paid, disposable cards although rechargeable, processor card based systems are generally planned as schemes progress and mature. Multi-functionality is also important with a number of purse cards acting as ID for cheque payments as well as containing credit card functionality. The table below summarises some of the major electronic purse schemes under development.

	Country
	Scheme Operator/Name
	Status

	Belgium
	Banksys / Proton
	National roll-out

	China
	Bank of China
	Trial underway

	Czechoslovakia
	Easy Card
	Roll-out in 100 stores

	Denmark
	Danmont
	National roll-out

	Finland
	Avant
	National roll-out

	Netherlands
	Chipper
	Roll-out in 1997

	Netherlands
	ChipKnip
	Pilot underway

	Portugal
	SIBS / Multibanco
	National roll-out

	Singapore
	NETS / CashCard
	National roll-out

	Spain
	SEMP
	National roll-out

	Switzerland
	Swiss PTT / Postcard
	Planning roll-out

	Taiwan
	FISC
	Roll-out

	Thailand
	Thai Farmers Bank
	Planning Trial

	UK/International
	Mondex UK (Mastercard)
	Pilots in UK,Canada and Hong Kong 

	International
	VisaCash
	UK,


3.1 Danmont
One of the best known electronic purse operations is the Danmont scheme launched in Denmark in September 1992 as a joint venture between PBS (the Danish Payment System) and KTAS (the country's main PTT). Danmont uses pre-paid (telephony) cards in various denominations up to DkK500. The cards are largely used in low value operations such as vending, laundrettes, parking meters and some shops. Numbers have been increasing steadily over the last couple of years. Since completion of the initial technological trial in Naestved - in south west Denmark - in Spring 1993, the scheme has extended to more than 20 Danish cities, and during 1995 Danmont introduced rechargeable cards which can be loaded with cash from bank accounts at ATMs.

Transactions are off-line with a secure application-module (SAM) used to authenticate the card and assign a transaction reference. Details are stored in terminals for onward transmission to the central clearing system where they are validated and an audit trail maintained until the card value is exhausted. The operators expect to have 50% of the Danish population (5 million) using Danmont by 1998.
3.2 Avant
The Finnish Avant electronic purse scheme was introduced at the end of 1992 for use in payphones and parking meters in the Helsinki area. The scheme was developed by Setec Oy, a security printer and subsidiary of the Bank of Finland. Like Danmont, the system was started with pre-paid, disposable cards although there are plans to launch rechargeable cards for use in ATMs shortly. Pre-paid cards worth up to FiM 1,000 have been introduced and issuers can personalise the cards for use in loyalty schemes.

In the past two years, the Avant scheme has grown slowly and steadily with applications now including a DIY parcel weighing and stamping system in Helsinki Post office, road tolls, vending machines and city cards.
3.3 Proton
The Belgian Proton electronic purse scheme, from Banksys, started trials in Leuven and Wavre early in 1995. Banksys is the Belgian interbank operation for electronic payments and the Proton card is aimed at small value transactions within the existing Bancontact/MisterCash operation. The pilot involves some 50,000 cards starting with rechargeable cards and gradually migrating the technology to customers' credit and debit cards which will thus have a single combined electronic purse functionality.

Banksys provides the functions of Purse Provider, SAM Issuer, Load Agent and Acquirer. The cards themselves are issued by participating banks who provide the funds guarantee. The scheme is open to anybody holding a PROTON card. A service provider willing to accept PROTON as a payment mechanism may do so from any purse holder. Electronic value contained in the purchase terminal may be uploaded into a bank account via a modem or through the use of a special merchant ICC. This is used to transfer the value through an ATM or at a bank branch. This is very useful to, for example, unload funds from an off-line vending machine.

The Purse Holder loads money into the purse through an ATM or other unattended load device but always by means of a credit or debit card using the PROTON Personal Identification Number (PIN). Purchases may be made at any service provider. Multiple currencies are allowed and a lock facility is provided on the funds. The system is designed to be anonymous and cards are therefore transferable between people.

Proton has successfully licensed the technology to a group of Dutch banks under the title of ChipKnip.
3.4 MEP 
The Portuguese Multibanco Electronic Purse (MEP) scheme from Sociedade Interbancaria de Servicos (SIBS) started trials in Lisbon during Autumn 1994. As in Belgium, the initiative comes from an existing interbank operation largely concerned with electronic payments and representing some 30 Portuguese banks belonging to the Multibanco network. Initially some 200,000 cards are being issued along with 500 standalone terminals. Roll-out is being extended to areas outside Lisbon.

Two types of cards are envisaged: an anonymous purse card and a multi-function card which will double as a credit/debit card. Both will be rechargeable. The purse card will not be linked to any particular bank account although it will be issued under an individual bank's brand. In the future, the SIBS scheme could move to Mondex style card-to-card transactions and the organisers expect to capture 10% of all Portuguese cash transactions within 10 years. The maximum unprotected purse value on the cards is Esc 20,000 (approximately £85).

Under this scheme customers pay for the card and are charged for loading. They may also pay to view the last 30 transactions which are stored on the card and print them out at any ATM.
3.5 SEMP
Across the border in Spain, trials are also starting in the electronic purse scheme developed by Sociedad Espanola de Medios de Pago (SEMP), a consortium representing Spain's major banks. This is a multi-purpose card project with one open electronic purse for interbank transactions and several closed purses for use by issuer banks in various ways. The system is potentially also multi-currency but the trials are involved with peseta purses only.
3.6 Mondex
Mondex is a payment initiative developed by National Westminster Bank (Nat West) in the UK to retain the core features which make cash the world's dominant payment method but adding significant benefits. At the heart of Mondex is the Electronic Purse (EP), implemented on tamper resistant IC cards, in which value is stored. Mondex is an open, unaccounted payment system where value may be transferred from one purse to another without the need for any authorisation, clearing, or settlement after the transaction. 

Value may be transferred from bank accounts to cards (or vice versa) at ATMs, bank counters and special telephones which will be Mondex compatible. Purses may be locked through the use of a user selectable four digit PIN. A log of the last ten transactions are maintained on the card showing when, where, and how much was spent (or loaded).

Within Mondex, many of the participants roles compare directly with those typically involved in the circulation of traditional notes and coins. Within the Mondex scheme, the central bank's role in supplying cash will be assumed by an Originator within each territory where Mondex is established. It will be the responsibility of the Originator to issue Mondex value in the currency of that territory to Mondex scheme members.

A separate company called Mondex International has been set up to market Mondex world-wide. The UK franchise has been jointly taken by Midland and Nat West. They are now working with BT towards a trial in Swindon which started in July 1995. The Bank of Scotland announced on 31 March 1995 that it had also signed up to Mondex. The Hong Kong and Shanghai Bank has purchased the franchise rights for the Far East and are currently in the process of issuing Mondex franchises to suitable partners.

In the UK, a major trial is taking place at Exeter, with York are set to trial the system in 1997. Abroad, a small internal trial in California by Wells Fargo bank is set to be joined by trials in Canada and Hong Kong.

Mastercard has been operating a trial in Australia and has announced a joint trail with Visa in New York. However, in its effort to overtake Visa, Mastercard has taken a controlling interest in Mondex International and is certain to push the technology to its membership of 8000+ financial institutions.

Mondex continues to remain the most elegant EP design in the world. It is an independent solution to the global problem of payments. Mondex’s strength lies in the collective strength of its franchisees. Mondex deserves to succeed, but it needs to obtain critical mass before its competitors such as Visa begin to demonstrate the power of their existing massive 20,000+ member association.
3.7 VisaCash
Visa has recently announced its own Stored value Card (SVC) based initially on the Danish Danmont system, which can be in the form of a disposable or re-loadable IC card. Disposable cards are pre-loaded with a set amount which consumers spend until empty. Visa Cash and started the deployment of 3,000,000 cards at the 1996 Olympic games in Atlanta.

Re-loadable cards may be topped-up at ATMs, stand alone loading devices and in future telephones and PCs. The re-loadable version may even co-reside with other functions such as credit or debit within a single card.

In the UK, six major institutions are set to run a Visa Cash trial in the third quarter of 1997 in a number of major towns.
3.8 Chipper
Chipper is a multi-functional IC card concept incorporating a re-chargeable electronic purse. Chipper is the joint Dutch initiative from PTTTelecom and Postbank. It is based on an open, standardised multi-function IC card based on the international ETSI TE9 standard.

PTT Telecom started trials in 1995 and further trials have continued. In 1997, every student in Holland will be issued with the card. 20,000 telephone booths have already been converted not only to make Chipper based calls but to act as loading stations. A combination of three retail organisations (C&A, HEMA and EDAH) and ESSO are preparing a joint loyalty program for customers in 1997. 
3.9 Pacific Rim
Within Asia, one of the most advanced electronic purse schemes is the FISC (Financial Information Systems Centre) project in Taiwan which was launched at the end of 1992. FISC was set up as a non-profit making body under the auspices of the Finance Ministry and the scheme is a multi-bank operation involving more than 30 banks with cards used for interbank transactions. Additional services are planned for the cards in the future.

The Singapore CashCard scheme has also started extended trials with some 40,000 prepaid cards priced at Sing$50 initially. The scheme is again being co-ordinated by the national interbank clearing body (NETS) and roll-out has started with a target of 2 million cardholders within 1997. 

 



 

4. Electronic Purse Conclusion 

In conclusion, the memory card is well suited for closed systems where there is little incentive for fraud by individual card holders or retailers. The low card costs make this approach attractive, but the low security makes it unsuitable for general use. Shared key systems are practical at the current time because of their use of relatively affordable micro-processor cards. As a bonus, such cards may be used for other applications. The management of keys is a major problem in such systems especially within point of sale terminals. Dual processor cards running public key algorithms point towards the future. However, until recently, their high cost had made them uneconomic. Significant developments are under way at a variety of institutions world-wide and a few years from now most large general purpose electronic purse schemes will rely on the principles of public key cryptography for their security.

Electronic Purse schemes are becoming widespread with many examples in Europe alone. Through a mixture of user convenience and resourceful marketing, EP systems will become ubiquitous by the year 2000 performing many of the functions at present associated with cash. New methods of operation such as remote purchasing and authorisation will be possible through the use of personal ATMs such as smart phones, home PCs and even digital portable phones.

Given the vast array of actual and potential electronic purse schemes it is difficult to evaluate new schemes as they are introduced. By analysing the basic characteristics and studying how they are implemented in major electronic purse schemes, it is possible to form an opinion as to the suitability of the scheme in the market to which it is aimed. There are likely to be many variants of electronic purses to choose from and retailers will soon have to choose which schemes to adopt. The choice is not an easy one and is likely to be based more on the sponsoring bank’s support than any set of attributes associated with a particular electronic purse scheme. It is therefore better to concentrate on the usability of systems rather than the technical supremacy of one scheme against another.
 



 

5. Useful HTML References
1. http://www.smartcardsys.com
PC/SC Technical Overview by CP8 Transac, A Bull Company, Hewlett-Packard Company, Microsoft Corporation, Schlumberger SA and Siemens Nixdorf Information Systems, Inc. Draft Revision 0.9, December 1996

This is a draft specification that can facilitate interoperability necessary to allow ICC technology to be effectively utilised in a PC environment.

2. http://www.europay.com
EMV ’96 - Integrated Circuit Card (ICC) Specification for Payment Systems. 

Version 3.0, June 30 1996

This specification consists of four parts and describes the minimum functionality required of integrated circuit cards (ICCs) and terminals to ensure correct operation and interoperability. 

3. http://www.mastercard.com/set/
Secure Electronic Transaction
Visa and Mastercard have jointly developed the Secure Electronic Transaction protocol as a method to secure bankcard transactions over open networks.

4. http://www.cl.cam.ac.uk
Tamper Resistance - A Cautionary Note 
This paper by Ross Anderson, describes a number of attacks on a range of systems, from Pay-TV to electronic purses, which rely on tamper resistance of smart cards and other security processors.

5. http://www.rsa.com
Cryptography
This site provides a wide range of security-related information such as software, publications, products, press releases and events. It also gives the answers to frequently asked questions about today’s cryptography.

6. http://www.nc.ihost.com
NC Reference Profile 1
This is a set of guidelines developed by Apple, IBM Inc, Oracle Corp, Sun Microsystems Inc and Netscape for developing low-cost, easy-to-use, network computing devices.

7. http://www.smartcardclub.co.uk
Smart Card Club
The smart card club has been established as the UK forum for education, debate and promotion of all aspects of smart cards and related technology, standards, applications and schemes.

8. http://www.smart-card.com/security.htm/
Smart Card Resource Centre
A service provided by Amerkore international. This site provides shortcuts to a variety of internet pages relating to smart cards and security.

9. http://www.iat.unc.edu/guides/irg-35 html
Smart Cards: Readings and Resources
This site provides a comprehensive selection of papers, articles, press releases and books relating to smart cards. It also has details of smart card newsletters, educational services and list of companies providing smart card solutions.

10. http://www.aitworld.com
Frequently Asked Questions About Smart Cards
Provides answers to a number of frequently asked questions about smart card technology.

11. http://www.aston.ac.uk/is/smartcard/schome.htm
THE SMART CAMPUS project home page.
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6. Proceedings Electronic Payment Systems ’96
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